
Resource Consumption Threats in Large Language Models

Anonymous ACL submission

Abstract001

Given limited and costly computational in-002
frastructure, resource efficiency is a key re-003
quirement for large language models (LLMs).004
Efficient LLMs increase service capacity for005
providers and reduce latency and API costs for006
users. Recent resource consumption threats007
induce excessive generation, degrading model008
efficiency and harming both service availabil-009
ity and economic sustainability. This survey010
presents a systematic review of threats to re-011
source consumption in LLMs. We further es-012
tablish a unified view of this emerging area by013
clarifying its scope and examining the problem014
along the full pipeline from threat induction015
to mechanism understanding and mitigation.016
Our goal is to clarify the problem landscape for017
this emerging area, thereby providing a clearer018
foundation for characterization and mitigation.019

1 Introduction020

Large language models (Vaswani et al., 2017) op-021

erate under limited and costly computational in-022

frastructure (Samsi et al., 2023; Miao et al., 2024),023

making resource efficiency a core requirement for024

practical deployment. Efficient resource usage im-025

proves service throughput for providers and re-026

duces API costs for users. Consequently, improv-027

ing computational efficiency has been studied as an028

engineering problem (Zhou et al., 2024; Fernandez029

et al., 2025) across LLMs (Vaswani et al., 2017),030

reasoning large language models (RLLMs) (Wei031

et al., 2022), multimodal large language models032

(MLLMs) (Alayrac et al., 2022), and LLM-based033

agentic environments (Agents) (Yao et al., 2022).034

However, optimization alone is insufficient to ad-035

dress this threat, as many adversarial resource con-036

sumption attacks still threaten the usability and037

sustainability of LLMs (Zhang et al., 2025e).038

Resource consumption attacks are designed to039

induce disproportionate computational overhead040

in LLMs (Shumailov et al., 2021). Recent stud-041

Reasoning:                              
12×13

= (10+2)(10+3)
= 100 + 30 + 20 + 6

= 130 + 20 + 6
= 150 + 6
= 150 + 6
= 150 + 6

...

Reasoning:           
12×13=156

Answer: 
156

Reasoning:                            
12×13=156    

Let me double check    
...    

Let me verify again    
...    

Answer: 
156    
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Figure 1: Overview of resource consumption threats in
large language models.

ies suggest that such attacks have emerged as an 042

important safety risk (Geiping et al., 2024; Gao 043

et al., 2024c). As shown in Figure 1, rather than 044

directly inducing harmful outputs or extracting pri- 045

vate information, they trigger excessive and un- 046

necessary generation (Li et al., 2025a), which de- 047

grades model throughput, inflates operational costs, 048

and places excessive pressure on shared service 049

resources (Gao et al., 2025). This shift reframes 050

resource usage in LLMs from a performance issue 051

to a core safety concern. Although research on 052

this problem has begun to appear across diverse 053

model settings (Wang et al., 2023b), the field re- 054

mains fragmented by inconsistent terminology and 055

threat assumptions. As a result, the scope and core 056

research questions of resource consumption attacks 057

remain insufficiently clarified. 058

Our review centers on resource consumption 059

threats in large language models, especially mali- 060

cious behaviors that amplify computational costs 061

through extended or uncontrolled generation. To 062

provide a unified view, we organize this landscape 063

using an effect-oriented taxonomy with two rep- 064

resentative regimes: Overthinking, where gen- 065

eration remains relevant to the task but exceeds 066

practical utility, and Unbounded Drift, where the 067

generation trajectory becomes progressively less 068
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Figure 2: A unified view of resource consumption threats in large language models.

controlled and less convergent. We also discuss069

selected studies from machine learning and early070

deep learning architectures as related evidence that071

helps contextualize generative resource abuse. As072

shown in Figure 2, this taxonomy clarifies the scope073

of resource consumption threats and links attacks074

to mechanism analysis and mitigation.075

Based on this perspective, this survey makes076

three main contributions. First, we provide a077

comprehensive overview of recent advances on078

resource consumption threats. Second, we intro-079

duce a unified taxonomy that organizes resource080

consumption risks into two representative regimes,081

Overthinking and Unbounded Drift, clarifying the082

scope of this safety problem. Third, we analyze083

open challenges in this emerging area and outline084

promising directions for future research.085

2 Safety Implications and Problem086

Taxonomy087

2.1 Attack Impact and System Risks088

Resource consumption attacks exploit LLMs’ com-089

putational characteristics to induce excessive gener-090

ation, thereby degrading system effectiveness. The091

risks of such amplification are evident even in non-092

adversarial deployment settings. For example, the093

launch of DeepSeek-R1 attracted massive traffic,094

while the computational cost of its chain-of-thought095

reasoning was underestimated, together saturating096

available compute capacity and leading to service097

disruptions1. This example illustrates provider-side098

1https://www.binance.com/en/square/post/01-2
6-2025-deepseek-r1-api-19448332337730

risks such as reduced throughput and increased op- 099

erational cost. More broadly, such pressure can 100

also propagate to users in the form of higher la- 101

tency, unstable availability, and increased usage 102

cost. Resource consumption, therefore, constitutes 103

a systemic safety risk affecting both providers and 104

users in the LLM ecosystem. To better understand 105

this emerging threat landscape, a clearer taxonomy 106

is needed, as illustrated in Figure 3. 107

2.2 A Taxonomy of Generation Regimes 108

Accordingly, while the survey reviews attacks, 109

mechanisms, and defenses, the taxonomy focuses 110

on the induced generation behavior. This distinc- 111

tion allows different attack forms to be analyzed 112

under a common lens when they prolong genera- 113

tion in similar ways. We distinguish them along 114

two criteria: whether the extended generation re- 115

mains aligned with the original task objective, and 116

whether the generation process remains on a con- 117

trollable path toward termination. 118

Overthinking refers to excessive generation that 119

remains task-aligned and preserves normal stop- 120

ping behavior, but incurs unnecessary cost through 121

verbosity, redundant reasoning, or over-elaborate 122

description. Its continuation is mainly sustained by 123

task-relevant but low-utility elaboration. 124

Unbounded Drift refers to excessive generation 125

in which the decoding trajectory is no longer re- 126

liably governed by the original task or by normal 127

convergence dynamics. It typically manifests as 128

repetitive loops, recursive self-extension, or self- 129

reinforcing interaction chains that weaken semantic 130

control, disrupt timely termination, or both. 131

2

https://www.binance.com/en/square/post/01-26-2025-deepseek-r1-api-19448332337730
https://www.binance.com/en/square/post/01-26-2025-deepseek-r1-api-19448332337730
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Figure 3: Taxonomy of resource consumption threats.

The distinction is therefore not based on output132

length alone. Some cases may evolve from over-133

thinking into drift; in such cases, we classify them134

by the dominant mechanism sustaining continua-135

tion. We provide a more detailed discussion of136

these impacts in Appendix D.137

3 Threat Landscape and Related138

Precursors139

The threat landscape includes both core attacks in140

generative settings and several adjacent precursor141

lines. The former directly exploits the generative142

process to amplify computation, whereas the latter143

arises in earlier vision or system pipelines and are144

included here only when they help contextualize145

similar resource-amplification mechanisms.146

3.1 Early Forms of Attacks147

The challenge of resource consumption attacks148

originated in early deep learning architectures.149

Specifically, Sloth (Hong et al., 2020) revealed that150

gradient-based optimization could coerce DNNs151

into the most computationally expensive infer-152

ence paths. Building on this concept of compu-153

tational asymmetry, the seminal work on this at-154

tack, Sponge Examples (Shumailov et al., 2021),155

demonstrated that targeted perturbations of neural156

activations could dramatically increase energy con-157

sumption by disrupting hardware-level execution.158

This principle was quickly extended to Neural Ma-159

chine Translation (NMT), where TranSlowDown160

(Chen et al., 2021) and NMTSloth (Chen et al.,161

2022a) showed that minute perturbations delay-162

ing the End-of-Sentence (EOS) token could force163

sequences toward maximum length limits, signifi-164

cantly inflating inference costs.165

As research progressed, the attack surface166

expanded from inference-time perturbations to167

training-time backdoors. Prior work showed168

that efficiency-targeted backdoors can manipulate169

model behavior by hijacking inference control flow,170

including early model integrity attacks (Cinà et al.,171

2021), later studies on dynamic routing (Chen et al.,172

2023b), and other deep architectures (Meftah et al., 173

2025). This was further refined by Sponge Poi- 174

soning (Cinà et al., 2025; Lintelo et al., 2024), 175

which embeds backdoors to disrupt hardware-level 176

sparsity and skip-connection logic. These early 177

paradigms also exposed the practical severity of 178

resource-oriented attacks on edge hardware (Wang 179

et al., 2023b; Hasan et al., 2025a). 180

Prior work showed that computational overhead 181

can lead to direct physical consequences, including 182

battery drain and device-level Denial-of-Service 183

(DoS) attacks. These attacks reveal that adversarial 184

inputs can amplify seemingly small perturbations 185

into disproportionately high computational costs. 186

3.2 Attack Surfaces in Large Language 187

Models 188

3.2.1 Risks of Overthinking 189

The most direct way to induce resource consump- 190

tion is to artificially prolong model outputs. Sponge 191

Poisoning in LLM (Cinà et al., 2025) introduces a 192

training-time backdoor that induces sustained out- 193

put elongation and resource exhaustion. In black- 194

box settings, Crabs (Zhang et al., 2025e) shows 195

that semantic expansion via tree-structured queries 196

can also effectively increase output length. Be- 197

yond direct output prolongation, ThinkTrap (Li 198

et al., 2025b) maps discrete tokens into a continu- 199

ous embedding space and performs optimization 200

in a low-dimensional subspace to induce excessive 201

generation under black-box access. 202

At a more fine-grained level, resource consump- 203

tion can even be induced by directly manipulating 204

model parameters. BitHydra (Yan et al., 2025) 205

proposes a bit-flip inference cost attack that alters 206

model weights at the hardware-relevant level to 207

compromise efficiency. RepetitionCurse (Huang 208

et al., 2025d) shows that imbalanced expert routing 209

in MoE can induce analogous repetitive failures. 210

These studies suggest that resource consumption 211

vulnerabilities span multiple levels of the stack, 212

from high-level semantic elicitation to low-level 213

parameter and hardware-oriented manipulation. 214

3.2.2 Risks of Unbounded Drift 215

Although existing methods use different induction 216

strategies, they often converge on a shared un- 217

bounded drift effect: once termination is desta- 218

bilized, the generation process can enter repetitive 219

or effectively non-terminating loops. Fixed points 220

(Hammouri et al., 2025), and attention sinks (Yona 221

et al., 2025a) exploit intrinsic decoding dynamics, 222
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making repetitive trajectories easier to sustain. Oth-223

ers operationalize this effect more directly through224

entropy-driven optimization. LoopLLM (Li et al.,225

2025a) induces repetitive generation loops through226

entropy-based search, while GCG (Geiping et al.,227

2024), Engorgio (Dong et al., 2024), and LLMEf-228

fiChecker (Feng et al., 2024) interfere with termi-229

nation by manipulating critical tokens. In these230

attacks, the model is prevented from halting nor-231

mally and is pushed toward a loop.232

Key Insights.

Current research lacks a cross-generational
perspective, typically focusing on parameter
scaling within a single model family rather
than analyzing how these issues evolve as
model capabilities grow. Furthermore, the
field is heavily dominated by white-box
methods, making it difficult to study com-
mercial black-box environments. This is
particularly true for unbounded drift.

233

3.3 Attack Surfaces in Reasoning Large234

Language Models235

Reasoning large language models (RLLMs) are236

prone to inefficiently prolonged generation: even237

on simple tasks such as 2+3, they may generate238

excessively long, redundant, and repetitive reason-239

ing processes (Chen et al., 2025), which creates240

significant opportunities for attacks.241

3.3.1 Risks of Overthinking242

Chain-of-thought reasoning exposes a distinctive243

attack surface, as attackers can deliberately induce244

excessive and unnecessary reasoning. Existing at-245

tacks achieve this through diverse strategies, includ-246

ing backdoor triggers in BadReasoner (Yi et al.,247

2025) and BadThink (Liu et al., 2025b), context-248

based slowdown attacks that exploit retrieval or249

search mechanisms (Kumar et al., 2025; Zhu et al.,250

2025a), and adversarial perturbations that interfere251

with normal termination (Si et al., 2025). Together,252

these studies show that overthinking in reasoning253

models is not just an inefficiency but an exploitable254

vulnerability that prolongs reasoning and increases255

computational cost.256

3.3.2 Risks of Unbounded Drift257

Unbounded drift poses more severe risks than or-258

dinary overthinking because it can trap reasoning259

models in self-perpetuating generation loops. RE-260

CUR (Wang et al., 2026b) shows that chain-of- 261

thought reasoning may enter repeated reflective 262

cycles, suggesting that such loop-like degeneration 263

may arise broadly across generative architectures. 264

Key Insights.

Recent studies have provided a relatively
comprehensive understanding of overthink-
ing in reasoning models, while also showing
that unbounded drift poses a severe threat
to stable and reliable generation.

265

3.4 Attack Surfaces in Multimodal Large 266

Language Models 267

Multimodal large language models (MLLMs) com- 268

bine computationally intensive multimodal percep- 269

tion with autoregressive generation, thereby expos- 270

ing a broader attack surface. 271

3.4.1 Risks of Overthinking. 272

Related risks had already appeared in earlier vision 273

systems, that visual perturbations can weaken spar- 274

sity benefits, negate dynamic quantization gains, or 275

overload downstream vision pipelines, as seen in 276

Uniform Inputs (Müller and Quiring, 2024), Quan- 277

tAttack (Baras et al., 2025), and Phantom Sponges 278

and Poison-splat (Shapira et al., 2023; Schoof et al., 279

2024; Lu et al., 2024). Although these works do 280

not directly target MLLMs, they foreshadow that 281

seemingly benign vision inputs can be crafted to 282

induce disproportionate resource consumption. 283

This risk becomes more explicit in MLLMs. Ex- 284

isting attacks manipulate the autoregressive de- 285

coding process to trigger excessively long out- 286

puts (Chen et al., 2022b; Gao et al., 2024a,b), while 287

more recent methods improve stealth by silently 288

generating invisible tokens that conceal substan- 289

tial computational overhead (Zhang et al., 2025a). 290

Other frameworks, such as VLMInferSlow (Wang 291

et al., 2025d) and EO-VLM (Seo et al., 2025), fur- 292

ther enhance the practicality of such slowdown 293

attacks under black-box access. Together, these 294

studies show that in MLLMs, overthinking is a con- 295

crete attack surface that can be exploited to inflate 296

inference cost and degrade system efficiency. 297

3.4.2 Risks of Unbounded Drift. 298

LingoLoop (Fu et al., 2025) and RECITE (Gao 299

et al., 2025) reveal a multimodal form of un- 300

bounded drift in image-conditioned generation. 301

The former traps the model in linguistically con- 302
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strained visual descriptions, while the latter induces303

repetitive visual recall, driving visual-language in-304

teraction into a self-reinforcing decoding loop.305

Key Insights.

Existing studies have revealed significant
vulnerabilities in MLLMs, but most focus
on single-modal attacks, with limited atten-
tion to cross-modal threats. Furthermore,
the potential risks in audio and video modal-
ities have not been fully revealed.

306

3.5 Attack Surfaces in Agentic Systems307

Agentic systems enable large language models to308

interact with real-world environments, but they309

also introduce new attack surfaces that may in-310

crease real-world risks. LLM-based agent sys-311

tems have also been shown to be vulnerable to re-312

source consumption attacks. LeechHijack (Zhang313

et al., 2025b) injects auxiliary workloads into an314

agent’s reasoning loop, covertly steering it to per-315

form attacker-specified computation while main-316

taining seemingly normal outputs. CORBA (Zhou317

et al., 2025) targets multi-agent systems by prop-318

agating self-replicating prompts across agents, in-319

ducing recursive interactions that waste computa-320

tional resources and undermine system availability.321

Computer-use agents such as OpenClaw (Stein-322

berger, 2026) and Cloud Code (Anthropic, 2025)323

are designed to interact directly with operating sys-324

tems. During execution, these agents may spawn325

persistent background processes without clear ter-326

mination conditions, leading to prolonged server-327

side resource consumption (Shapira et al., 2026).328

Beyond computer-use settings, related resource329

consumption risks have also been observed in other330

domains. In autonomous driving, existing attacks331

primarily target perception pipelines, where ad-332

versaries increase detection proposals or tracked333

objects to induce inference latency (Chen et al.,334

2021, 2024; Muller et al., 2025; Ma et al., 2024).335

CP-FREEZER (Wang et al., 2025a) focuses on336

cooperative perception scenarios, where perturba-337

tions applied to shared features increase the com-338

putational overhead of non-maximum suppression339

(NMS). SlowLiDAR (Liu et al., 2023) further ex-340

tends resource consumption from the visual modal-341

ity to the point cloud modality. Agents deployed342

on edge devices are likewise vulnerable to attacks343

that significantly increase energy consumption and344

inference latency (Hasan et al., 2025b).345

Key Insights.

Existing studies reveal vulnerabilities in re-
source consumption within agentic systems,
yet analysis of resource use across agent
components remains limited. In particular,
the resource consumption characteristics of
agent memory mechanisms are still largely
unexplored. Moreover, many downstream
applications of agentic systems have not
been systematically studied from the per-
spective of resource consumption.

346

4 Mechanisms Underlying Resource 347

Consumption Behaviors 348

This section reviews mechanistic and interpretabil- 349

ity research on the emergence of resource-intensive 350

behaviors in autoregressive generation. Additional 351

technical details are provided in Appendix G. 352

4.1 Mechanisms Behind Overthinking 353

Mechanistic analysis of overthinking remains lim- 354

ited. Unlike unbounded drift, overthinking often 355

stays task-relevant and may appear as an extreme 356

extension of otherwise normal generation, making 357

its causal boundary harder to isolate. As a result, 358

existing studies provide only partial clues rather 359

than a mature taxonomy of mechanisms. Prior 360

work suggests that unnecessarily prolonged genera- 361

tion may arise from both probability-level trapping 362

effects, such as high-inflow tokens that bias decod- 363

ing toward extended trajectories (Fu et al., 2021), 364

and attention irregularities that drive repeated di- 365

vergence into loosely related continuations (Yona 366

et al., 2025b). Together, these findings offer prelim- 367

inary evidence that overthinking may be sustained 368

by local decoding dynamics even when generation 369

remains superficially coherent. 370

Key Insights.

Output prolongation stems from attention
divergence and probability traps. However,
current interpretability research focuses on
simple failures, leaving verbose reasoning
and overthinking in Chain-of-Thought set-
tings largely underexplored.

371

4.2 Mechanisms Behind Unbounded Drift 372

Theoretical Foundations. Early studies on de- 373

generative generation provide initial clues about the 374

5



roots of unbounded drift. Prior work suggests that375

autoregressive decoding can be drawn into repet-376

itive trajectories by attractor-like token dynamics377

or collapse toward a limited subset of tokens (Fu378

et al., 2021; Ildiz et al., 2024). Related evidence379

also points to training objectives as a contributing380

factor: unlikelihood training (Welleck et al., 2019)381

was introduced to suppress repetitive outputs be-382

yond standard likelihood optimization, while subse-383

quent work argues that such auxiliary penalties may384

still be insufficient to fully correct the underlying385

probability skew (Lin et al., 2021). Together, these386

studies suggest that unbounded drift may reflect not387

only inference-time failures but also deeper biases388

in sequence modeling and training.389

Subsequent work has moved beyond output-level390

penalization toward intervening at the source of rep-391

etition. HAPAX (Sahin et al., 2025), for example,392

excludes induction-head-predictable tokens from393

the training objective, while Repetition Dropout (Li394

et al., 2023) reduces reliance on repeated context395

by randomly dropping attention to repeated words396

during training. Taken together, these studies sug-397

gest that unbounded drift is shaped not only by398

inference-time dynamics but also by the objectives399

and optimization signals used during training. No-400

tably, however, this line of analysis has so far been401

developed primarily for text-based LLMs, with a402

much less mechanistic understanding of reasoning403

or multimodal settings.404

Circuit and Representation Mechanisms.405

From a mechanistic perspective, unbounded drift406

appears to arise not from a single faulty component,407

but from coordinated repetition-promoting circuits408

spanning attention heads, downstream neurons,409

and latent features. Prior work first identifies410

repetition-related neurons distributed across411

layers, with intermediate layers detecting repeated412

patterns and higher layers amplifying context413

copying (Hiraoka and Inui, 2025). Layer-wise414

causal analysis further suggests that these neurons415

do not operate in isolation, but often function416

downstream of induction heads that propagate417

copying signals (Doan et al., 2025). Moving418

beyond individual units, Sparse Autoencoder419

analyses reveal latent directions that explicitly420

encode repetition-related features (Yao et al.,421

2025), indicating that repetitive behavior is repre-422

sented at the feature level rather than emerging423

as a purely surface-level artifact. This view is424

further reinforced by studies connecting induction425

heads to in-context learning and repetition 426

dynamics (Crosbie and Shutova, 2025; Wang 427

et al., 2025b; Mahaut and Franzon, 2025). Taken 428

together, these findings suggest that unbounded 429

drift reflects a structured internal bias toward 430

copying and repetition, which can be amplified 431

into persistent looping once normal stopping 432

behavior breaks down. 433

Behavioral Dynamics. At the behavioral level, 434

repetition exhibits strong self-reinforcing dynam- 435

ics once triggered. Pseudo-Repetition Penaliza- 436

tion (Xu et al., 2022) shows that, after repetition 437

begins, the probability of generating identical con- 438

tent rapidly increases, forming a closed loop. Com- 439

plementarily, uncertainty-driven fallback model- 440

ing (Ivgi et al., 2024) interprets repetition as a fall- 441

back behavior under uncertainty, where models 442

revert to low-entropy states by repeating prior text 443

when unable to identify a plausible continuation. 444

Key Insights.

Unbounded drift stems from both model
architecture and training methods. While
decoding-time interventions offer immedi-
ate relief, training-level approaches may
provide more stable, fundamental mitiga-
tion by addressing root causes rather than
surface-level symptoms.

445

5 Mitigation Strategies for Resource 446

Consumption Threats 447

This section reviews existing mitigation methods 448

for threats to resource consumption. Importantly, 449

these methods are not equally security-oriented: 450

many aim to improve efficiency under benign con- 451

ditions, whereas only a smaller subset explicitly 452

defends against adversarial resource amplification. 453

Detailed technical descriptions of mitigation strate- 454

gies are provided in Appendix H. 455

5.1 Mitigating Overthinking 456

LLMs and RLLMs. For reasoning models, 457

most existing mitigations are better understood 458

as efficiency-oriented interventions rather than de- 459

fenses explicitly designed against adversarial re- 460

source amplification. Existing overthinking is often 461

studied as an inference-efficiency problem; current 462

methods mainly aim to reduce unnecessary rea- 463

soning length under benign conditions, while only 464

indirectly mitigating attack-induced overhead. 465
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At the training level, these methods aim to foster466

awareness of the length of reasoning. Wu et al.467

(2025) introduce budget signals through reward468

shaping, while parameter-space tuning identifies469

controllable directions that compress reasoning470

chains within a single model (Ma et al., 2025).471

At the decoding level, lightweight interven-472

tions suppress redundant reasoning without re-473

training, for example, by stopping unnecessary474

reflection once the model is sufficiently certain475

or by interrupting repetitive hidden-state patterns476

and injecting control vectors to regulate thinking477

depth (Huang et al., 2025b; Xie et al., 2025; Liu478

et al., 2025a; Lin et al., 2025; He and Tang, 2025).479

At the system level, resource allocation is ad-480

justed more explicitly. Difficulty-adaptive methods481

allocate inference budget according to query com-482

plexity (Wang et al., 2025e), while token-budget-483

aware prompting and monitoring-of-thought frame-484

works terminate unnecessary reasoning externally485

without modifying model parameters (Han et al.,486

2025; Zhu et al., 2025b).487

Overall, these methods show that overthinking488

can be mitigated from multiple levels, but the cur-489

rent literature remains centered on efficiency opti-490

mization rather than attack-specific defense.491

Multimodal Large Language Models (MLLMs).492

In multimodal settings, overthinking can be ampli-493

fied by both unnecessary reasoning and large exter-494

nal contexts. Certainty-based routing (Lu et al.,495

2025) dynamically invokes CoT only when the496

model is uncertain, thereby avoiding prolonged497

reasoning on simpler inputs. Memory-augmented498

frameworks (Bhat et al., 2025; Ottem, 2025) further499

mitigate context bloat through structured memory500

modules and verification-centric filtering, signif-501

icantly reducing context size without degrading502

retrieval quality.503

Key Insights.

Existing mitigations have shown effective-
ness in alleviating overthinking. However,
current methods predominantly focus on
efficiency-oriented mitigations rather than
attack-aware defenses, and explicit mitiga-
tions for autonomous agent pipelines re-
main largely unexplored.

504

5.2 Mitigating Unbounded Drift 505

General LLMs. Unbounded drift in text gener- 506

ation often manifests as repetitive or uncontrolled 507

decoding. As a result, mitigation strategies in gen- 508

eral LLMs mainly focus on detecting or suppress- 509

ing repetition to prevent outputs from degenerating 510

into runaway generation loops. 511

At the model level, existing methods mitigate 512

degeneration either through training-time objec- 513

tive design or decoding-time control. Unlikeli- 514

hood training (Welleck et al., 2019) reduces de- 515

generate text by penalizing repeated tokens, while 516

RAP (Huang et al., 2025a) provides a structured 517

way to tune repetition penalties during decoding 518

while maintaining task performance. 519

At the system level, robustness is enforced 520

through runtime detection and scheduling safe- 521

guards. For instance, RecurrentDetector (Yu et al., 522

2025) identifies repetitive activation patterns to 523

halt infinite loops. Additionally, PD3F (Zhang 524

et al., 2025d) combines request scheduling with 525

output EOS amplification. Queue-based architec- 526

tures also help stabilize throughput under heavy 527

workloads (Barek et al., 2025). 528

Overall, these methods show that uncontrolled 529

repetitive generation in text models can be effec- 530

tively mitigated through interventions across train- 531

ing, decoding, and system layers. 532

Reasoning Models. Dedicated defenses target- 533

ing non-terminating reasoning in RLLMs remain 534

scarce. Existing techniques such as WSC (Xie 535

et al., 2025) and self-affirmation suppression (Liu 536

et al., 2025a) primarily focus on removing redun- 537

dant reasoning during decoding, which can inciden- 538

tally alleviate mild repetitive behaviors. 539

Agentic Systems. Agentic systems introduce ad- 540

ditional vulnerabilities due to continuous percep- 541

tion pipelines. Background-attentive adversarial 542

training (Wang et al., 2025c) improves robustness 543

by incorporating perturbation-aware training ob- 544

jectives, effectively restoring inference speed and 545

stability under resource abuse on edge devices. 546

Key Insights.

System-level frameworks effectively miti-
gate crash-level threats and DoS-style at-
tacks in general LLMs. However, purpose-
built crash defenses for MLLMs remain
largely absent.

547
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6 Open Challenges and Future Directions548

6.1 From Efficiency Optimization to Security549

Guarantees550

A useful distinction is between efficiency-oriented551

mitigation and security-oriented defense. The for-552

mer treats excessive generation primarily as a cost553

problem under benign workloads, whereas the lat-554

ter treats it as an adversarial resource-amplification555

threat that requires robustness guarantees. Much556

of the literature still frames excessive generation557

as a cost-latency trade-off, aiming to reduce aver-558

age output length under benign conditions rather559

than defend against adversarial resource amplifi-560

cation (Jiang et al., 2024; Agrawal et al., 2024;561

Del Corro et al., 2023).562

Looking forward, two research directions appear563

especially important. First, future research should564

move from heuristic efficiency control to security-565

oriented budget protection, treating resource usage566

as a constrained attack surface rather than merely567

an optimization target. Second, defenses should568

protect not only output-level resource usage but569

also process-level computation, including interme-570

diate reasoning, tool interactions, and multi-turn571

execution trajectories. Together, these directions572

would help elevate resource control from an effi-573

ciency concern to a security objective for reliable574

and sustainable LLMs.575

6.2 Understanding Threat Mechanisms576

A major limitation of current research is the lack577

of a unified mechanistic understanding of resource578

amplification. Existing studies largely focus on579

specific attack instances, such as reasoning over-580

expansion or image-coded induction (Gao et al.,581

2025; Fu et al., 2025), while offering little gen-582

eral theory of how generation trajectories expand583

under attack manipulation. Future work should584

therefore integrate the shared dynamics and model-585

specific properties of different generative systems586

to develop transferable theories that support cross-587

model analysis and principled defense design.588

6.3 Resource Abuse in LLM Ecosystems589

LLMs expose an increasingly serious form of re-590

source abuse, yet existing studies remain limited591

to a small number of attack surfaces (Zhang et al.,592

2025b; Zhou et al., 2026). Compared with model-593

level attacks, these threats are harder to character-594

ize because resource consumption may accumu-595

late across tool calls, intermediate services, mem-596

ory updates, and multi-agent coordination, while 597

the final output can still appear normal (Lee et al., 598

2026). Future research should therefore move be- 599

yond isolated case studies toward a systematic un- 600

derstanding of agent-level resource abuse, includ- 601

ing component-wise resource accounting, cross- 602

step dependency analysis, and defenses that can de- 603

tect or interrupt malicious amplification throughout 604

execution. This progress is increasingly important 605

as agentic systems are deployed in real-world work- 606

flows, where resource abuse can directly undermine 607

the reliability and sustainability of the services they 608

support. 609

6.4 Toward Standardized Evaluation 610

A fundamental limitation of current research is the 611

lack of a standardized evaluation framework for re- 612

source consumption threats. Existing studies span 613

different model families, modalities, and deploy- 614

ment settings, but they often rely on heterogeneous 615

metrics, which makes cross-study comparison dif- 616

ficult. To address this gap, Appendix F summa- 617

rizes existing evaluation practices and presents a 618

more unified evaluation framework. In particu- 619

lar, we argue that resource consumption threats 620

should be assessed jointly from model-level behav- 621

ior, hardware-level pressure, and application-level 622

service impact, so that attacks and defenses can be 623

compared under a common view. Without such a 624

shared protocol, it remains difficult to consistently 625

measure amplification severity, comprehensively 626

evaluate defense coverage, or support downstream 627

governance of resource consumption risks. 628

7 Conclusion 629

Resource consumption threats are emerging as an 630

important safety concern for large language mod- 631

els. By inducing excessive and unnecessary genera- 632

tion, they not only reduce efficiency but also create 633

broader risks for system reliability, service avail- 634

ability, and operational cost. This survey provided a 635

unified view of the area through two representative 636

regimes, Overthinking and Unbounded Drift, and 637

reviewed existing work spanning attacks, mech- 638

anisms, defenses, and open challenges. Despite 639

recent progress, the field remains fragmented in 640

taxonomy, theory, evaluation, and mitigation. We 641

hope this survey provides a clearer foundation for 642

future research on understanding and mitigating 643

threats to resource consumption and helps advance 644

safer, more sustainable LLMs. 645
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Limitations646

This survey has several limitations. First, our dis-647

cussion centers on resource consumption threats648

in LLMs, rather than the broader landscape of ef-649

ficiency, robustness, or availability problems. In650

particular, we primarily focus on malicious or ad-651

versarial resource abuse that induces excessive gen-652

eration, and therefore do not aim to comprehen-653

sively cover benign efficiency optimization, general654

systems engineering for acceleration, or all forms655

of denial-of-service behavior outside the genera-656

tive process itself. As a result, some closely related657

work on inference acceleration, scheduling, or hard-658

ware optimization is discussed only when it directly659

informs the security perspective of resource con-660

sumption.661

Second, the taxonomy proposed in this survey662

is intended as a unifying conceptual abstraction663

rather than a complete partition of all possible fail-664

ure modes. While this distinction helps organize665

existing studies by the evolution pattern of genera-666

tion, some attacks may exhibit mixed characteris-667

tics, shift between the two regimes across settings,668

or involve multiple system components simultane-669

ously. This issue is especially relevant in agentic670

systems, where resource amplification may accu-671

mulate across tool calls, memory updates, retrieval672

steps, and multi-agent coordination, making strict673

categorization more difficult.674

Third, the literature in this area remains highly675

uneven across model families and attack settings.676

Existing studies are concentrated on text-based677

LLMs and a relatively small set of open-source678

models, while black-box commercial systems re-679

main harder to study systematically. Coverage is680

also imbalanced across modalities and deployment681

scenarios: current multimodal work still focuses682

heavily on image-centered settings, whereas the683

risks in audio and video modalities remain far less684

explored; similarly, many downstream agent appli-685

cations have not yet been systematically examined686

from the perspective of resource consumption.687

Finally, because this is an emerging field, the688

available empirical evidence remains fragmented,689

and evaluation practices are not yet standardized.690

Many papers report attack success using different691

metrics, threat models, and deployment assump-692

tions, making direct comparison difficult and po-693

tentially limiting the stability of any unified con-694

clusions. For this reason, our synthesis should be695

understood as a structured overview of the current696

research landscape rather than a definitive bench- 697

mark of attack prevalence, mechanism universality, 698

or defense effectiveness. 699

Ethical Considerations 700

This survey reviews resource consumption attacks 701

on LLMs. Although summarizing attack mecha- 702

nisms may increase understanding of such threats, 703

our goal is strictly defensive: to clarify the threat 704

landscape, support standardized evaluation, and en- 705

courage effective mitigation. We therefore focus on 706

conceptual analysis and system-level implications 707

rather than actionable attack instructions. 708

We further emphasize that resource consumption 709

abuse can have real-world consequences beyond ef- 710

ficiency degradation. In shared LLM infrastructure, 711

excessive generation may reduce service availabil- 712

ity, increase operational costs, and harm end users 713

through higher latency, unstable access, and higher 714

usage costs. These risks can become even more 715

severe in agentic systems, where recursive execu- 716

tion and covert workload amplification may disrupt 717

workflows and cause hidden financial loss. By syn- 718

thesizing this emerging area, we aim to support 719

safer, more reliable, and more sustainable LLMs. 720

References 721

Amey Agrawal, Nitin Kedia, Ashish Panwar, Jayashree 722
Mohan, Nipun Kwatra, Bhargav Gulavani, Alexey 723
Tumanov, and Ramachandran Ramjee. 2024. Tam- 724
ing {Throughput-Latency} tradeoff in {LLM} infer- 725
ence with {Sarathi-Serve}. In 18th USENIX sympo- 726
sium on operating systems design and implementa- 727
tion (OSDI 24), pages 117–134. 728

Soogand Alavi, Salar Nozari, and Andrea Luangrath. 729
2025. Cost transparency of enterprise ai adoption. 730
arXiv preprint arXiv:2511.11761. 731

Jean-Baptiste Alayrac, Jeff Donahue, Pauline Luc, 732
Antoine Miech, Iain Barr, Yana Hasson, Karel 733
Lenc, Arthur Mensch, Katherine Millican, Malcolm 734
Reynolds, and 1 others. 2022. Flamingo: a visual 735
language model for few-shot learning. Advances in 736
neural information processing systems, 35:23716– 737
23736. 738

Sotiris Anagnostidis, Dario Pavllo, Luca Biggio, 739
Lorenzo Noci, Aurelien Lucchi, and Thomas Hof- 740
mann. 2023. Dynamic context pruning for efficient 741
and interpretable autoregressive transformers. Ad- 742
vances in Neural Information Processing Systems, 743
36:65202–65223. 744

Anthropic. 2025. Claude code. 745

9

https://github.com/anthropics/claude-code


Amit Baras, Alon Zolfi, Yuval Elovici, and Asaf Shab-746
tai. 2025. Quantattack: Exploiting quantization747
techniques to attack vision transformers. In 2025748
IEEE/CVF Winter Conference on Applications of749
Computer Vision (WACV), pages 6730–6740. IEEE.750

MD Abdul Barek, Md Bajlur Rashid, Md Mostafizur751
Rahman, ABM Kamrul Islamc Riad, Guillermo Fran-752
cia, Hossain Shahriar, and Sheikh Iqbal Ahamed.753
2025. Vulnerability to stability: Scalable large lan-754
guage model in queue-based web service. In 2025755
IEEE 49th Annual Computers, Software, and Appli-756
cations Conference (COMPSAC), pages 995–1000.757
IEEE.758

Dirk Bergemann, Alessandro Bonatti, and Alex Smolin.759
2025. The economics of large language models: To-760
ken allocation, fine-tuning, and optimal pricing. In761
Proceedings of the 26th ACM Conference on Eco-762
nomics and Computation, pages 786–786.763

Sachin Bhat, Erik Cambria, and Haibo Peng. 2025. Nm-764
ret: A memory-augmented retrieval framework for765
large language models. Technical report, SenticNet /766
Nanyang Technological University.767

Chen and 1 others. 2021. Translowdown: Efficiency768
attacks on neural machine translation systems.769

Erh-Chung Chen, Pin-Yu Chen, I-Hsin Chung, and Che-770
Rung Lee. 2024. Overload: Latency attacks on ob-771
ject detection for edge devices. In Proceedings of772
the IEEE/CVF Conference on Computer Vision and773
Pattern Recognition (CVPR), pages 24716–24725.774

Guangyao Chen, Siwei Dong, Yu Shu, Ge Zhang,775
Jaward Sesay, Börje F Karlsson, Jie Fu, and Yemin776
Shi. 2023a. Autoagents: A framework for automatic777
agent generation. arXiv preprint arXiv:2309.17288.778

Simin Chen, Hanlin Chen, Mirazul Haque, Cong Liu,779
and Wei Yang. 2023b. The dark side of dynamic rout-780
ing neural networks: Towards efficiency backdoor781
injection. In Proceedings of the IEEE/CVF Confer-782
ence on Computer Vision and Pattern Recognition,783
pages 24585–24594.784

Simin Chen, Cong Liu, Mirazul Haque, Zihe Song, and785
Wei Yang. 2022a. Nmtsloth: understanding and test-786
ing efficiency degradation of neural machine transla-787
tion systems. In Proceedings of the 30th ACM Joint788
European Software Engineering Conference and Sym-789
posium on the Foundations of Software Engineering,790
pages 1148–1160.791

Simin Chen, Zihe Song, Mirazul Haque, Cong Liu, and792
Wei Yang. 2022b. Nicgslowdown: Evaluating the793
efficiency robustness of neural image caption gen-794
eration models. In Proceedings of the IEEE/CVF795
Conference on Computer Vision and Pattern Recog-796
nition, pages 15365–15374.797

Xingyu Chen, Jiahao Xu, Tian Liang, Zhiwei He,798
Jianhui Pang, Dian Yu, Linfeng Song, Qiuzhi799
Liu, Mengfei Zhou, Zhuosheng Zhang, Rui Wang,800
Zhaopeng Tu, Haitao Mi, and Dong Yu. 2025. Do801

NOT think that much for 2+3=? on the overthinking 802
of long reasoning models. In Forty-second Interna- 803
tional Conference on Machine Learning. 804

Antonio Emanuele Cinà, Ambra Demontis, Battista Big- 805
gio, Fabio Roli, and Marcello Pelillo. 2025. Energy- 806
latency attacks via sponge poisoning. Information 807
Sciences, 702:121905. 808

Antonio Emanuele Cinà, Sebastiano Vascon, Ambra 809
Demontis, Battista Biggio, Fabio Roli, and Marcello 810
Pelillo. 2021. The hammer and the nut: Is bilevel op- 811
timization really needed to poison linear classifiers? 812
In 2021 International Joint Conference on Neural 813
Networks (IJCNN), pages 1–8. IEEE. 814

Antonia Creswell and Murray Shanahan. 2022. Faith- 815
ful reasoning using large language models. arXiv 816
preprint arXiv:2208.14271. 817

Joy Crosbie and Ekaterina Shutova. 2025. Induction 818
heads as an essential mechanism for pattern matching 819
in in-context learning. In Findings of the Association 820
for Computational Linguistics: NAACL 2025, pages 821
5034–5096. 822

Luciano Del Corro, Allie Del Giorno, Sahaj Agarwal, 823
Bin Yu, Ahmed Awadallah, and Subhabrata Mukher- 824
jee. 2023. Skipdecode: Autoregressive skip decoding 825
with batching and caching for efficient llm inference. 826
arXiv preprint arXiv:2307.02628. 827

Nhi Hoai Doan, Tatsuya Hiraoka, and Kentaro Inui. 828
2025. Understanding and controlling repetition neu- 829
rons and induction heads in in-context learning. In 830
Proceedings of the 14th International Joint Confer- 831
ence on Natural Language Processing and the 4th 832
Conference of the Asia-Pacific Chapter of the Asso- 833
ciation for Computational Linguistics, pages 2854– 834
2876. 835

Ben Dong, Hui Feng, and Qian Wang. 2026. Clawdrain: 836
Exploiting tool-calling chains for stealthy to- 837
ken exhaustion in openclaw agents. Preprint, 838
arXiv:2603.00902. 839

Jianshuo Dong, Ziyuan Zhang, Qingjie Zhang, Tianwei 840
Zhang, Hao Wang, Hewu Li, Qi Li, Chao Zhang, 841
Ke Xu, and Han Qiu. 2024. An engorgio prompt 842
makes large language model babble on. arXiv 843
preprint arXiv:2412.19394. 844

Erin Feiglin, Nir Hutnik, and Raz Lapid. 2026. Ben- 845
choverflow: Measuring overflow in large language 846
models via plain-text prompts. arXiv preprint 847
arXiv:2601.08490. 848

Xiaoning Feng, Xiaohong Han, Simin Chen, and Wei 849
Yang. 2024. Llmeffichecker: Understanding and test- 850
ing efficiency degradation of large language mod- 851
els. ACM Transactions on Software Engineering and 852
Methodology, 33(7):1–38. 853

Jared Fernandez, Clara Na, Vashisth Tiwari, Yonatan 854
Bisk, Sasha Luccioni, and Emma Strubell. 2025. En- 855
ergy considerations of large language model infer- 856
ence and efficiency optimizations. In Proceedings 857

10

https://openreview.net/forum?id=zfmB5vgfaCt
https://openreview.net/forum?id=zfmB5vgfaCt
https://openreview.net/forum?id=zfmB5vgfaCt
https://openreview.net/forum?id=MSbU3L7V00
https://openreview.net/forum?id=MSbU3L7V00
https://openreview.net/forum?id=MSbU3L7V00
https://openreview.net/forum?id=MSbU3L7V00
https://openreview.net/forum?id=MSbU3L7V00
https://arxiv.org/abs/2603.00902
https://arxiv.org/abs/2603.00902
https://arxiv.org/abs/2603.00902
https://arxiv.org/abs/2603.00902
https://arxiv.org/abs/2603.00902


of the 63rd Annual Meeting of the Association for858
Computational Linguistics (Volume 1: Long Papers),859
pages 32556–32569.860

Jiyuan Fu, Kaixun Jiang, Lingyi Hong, Jinglun Li, Hai-861
jing Guo, Dingkang Yang, Zhaoyu Chen, and Wen-862
qiang Zhang. 2025. Lingoloop attack: Trapping863
mllms via linguistic context and state entrapment864
into endless loops. arXiv preprint arXiv:2506.14493.865

Zihao Fu, Wai Lam, Anthony Man-Cho So, and Bei Shi.866
2021. A theoretical analysis of the repetition problem867
in text generation. In Proceedings of the AAAI Con-868
ference on Artificial Intelligence, volume 35, pages869
12848–12856.870

Pascale Fung, Yoram Bachrach, Asli Celikyilmaz,871
Kamalika Chaudhuri, Delong Chen, Willy Chung,872
Emmanuel Dupoux, Hongyu Gong, Hervé Jégou,873
Alessandro Lazaric, and 1 others. 2025. Embod-874
ied ai agents: Modeling the world. arXiv preprint875
arXiv:2506.22355.876

Haoran Gao, Yuanhe Zhang, Zhenhong Zhou, Lei Jiang,877
Fanyu Meng, Yujia Xiao, Li Sun, Kun Wang, Yang878
Liu, and Junlan Feng. 2025. Resource consumption879
red-teaming for large vision-language models. arXiv880
preprint arXiv:2507.18053.881

Kuofeng Gao, Yang Bai, Jindong Gu, Shu-Tao Xia,882
Philip Torr, Zhifeng Li, and Wei Liu. 2024a. In-883
ducing high energy-latency of large vision-language884
models with verbose images. arXiv preprint885
arXiv:2401.11170.886

Kuofeng Gao, Jindong Gu, Yang Bai, Shu-Tao Xia,887
Philip Torr, Wei Liu, and Zhifeng Li. 2024b. Energy-888
latency manipulation of multi-modal large lan-889
guage models via verbose samples. arXiv preprint890
arXiv:2404.16557.891

Kuofeng Gao, Tianyu Pang, Chao Du, Yong Yang, Shu-892
Tao Xia, and Min Lin. 2024c. Denial-of-service poi-893
soning attacks against large language models. arXiv894
preprint arXiv:2410.10760.895

Jonas Geiping, Alex Stein, Manli Shu, Khalid Saifullah,896
Yuxin Wen, and Tom Goldstein. 2024. Coercing897
llms to do and reveal (almost) anything, 2024. URL898
https://arxiv. org/abs/2402.14020.899

Daya Guo, Dejian Yang, Haowei Zhang, Junxiao900
Song, Peiyi Wang, Qihao Zhu, Runxin Xu, Ruoyu901
Zhang, Shirong Ma, Xiao Bi, and 1 others. 2025a.902
Deepseek-r1: Incentivizing reasoning capability in903
llms via reinforcement learning. arXiv preprint904
arXiv:2501.12948.905

Yi Guo, Kanchana Thilakarathna, Nirhoshan Siva-906
roopan, Jo Plested, Tim Lynar, Jack Yang, Wangli907
Yang, and 1 others. 2025b. Prompt-induced over-908
generation as denial-of-service: A black-box attack-909
side benchmark. arXiv preprint arXiv:2512.23779.910

Ghaith Hammouri, Kemal Derya, and Berk Sunar. 2025. 911
Non-halting queries: Exploiting fixed points in llms. 912
In 2025 IEEE Conference on Secure and Trustworthy 913
Machine Learning (SaTML), pages 1–22. IEEE. 914

Tingxu Han, Zhenting Wang, Chunrong Fang, Shiyu 915
Zhao, Shiqing Ma, and Zhenyu Chen. 2025. Token- 916
budget-aware llm reasoning. In Findings of the As- 917
sociation for Computational Linguistics: ACL 2025, 918
pages 24842–24855. 919

Shibo Hao, Yi Gu, Haodi Ma, Joshua Hong, Zhen 920
Wang, Daisy Wang, and Zhiting Hu. 2023. Rea- 921
soning with language model is planning with world 922
model. In Proceedings of the 2023 Conference on 923
Empirical Methods in Natural Language Processing, 924
pages 8154–8173. 925

Syed Mhamudul Hasan, Hussein Zangoti, Iraklis Anag- 926
nostopoulos, and Abdur R Shahid. 2025a. Sponge 927
attacks on sensing ai: Energy-latency vulnerabili- 928
ties and defense via model pruning. arXiv preprint 929
arXiv:2505.06454. 930

Syed Mhamudul Hasan, Hussein Zangoti, Iraklis Anag- 931
nostopoulos, and Abdur R. Shahid. 2025b. Sponge 932
attacks on sensing ai: Energy-latency vulnerabil- 933
ities and defense via model pruning. Preprint, 934
arXiv:2505.06454. 935

Jujie He, Jiacai Liu, Chris Yuhao Liu, Rui Yan, Chaojie 936
Wang, Peng Cheng, Xiaoyu Zhang, Fuxiang Zhang, 937
Jiacheng Xu, Wei Shen, and 1 others. 2025. Sky- 938
work open reasoner 1 technical report. arXiv preprint 939
arXiv:2505.22312. 940

Yixin He and Lumingyuan Tang. 2025. Learning to 941
ponder: Adaptive reasoning in latent space. arXiv 942
preprint arXiv:2509.24238. 943

Tatsuya Hiraoka and Kentaro Inui. 2025. Repetition 944
neurons: How do language models produce repeti- 945
tions? In Proceedings of the 2025 Conference of the 946
Nations of the Americas Chapter of the Association 947
for Computational Linguistics: Human Language 948
Technologies (Volume 2: Short Papers), pages 483– 949
495. 950
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A Scope and Inclusion Criteria 1387

This survey focuses on threats to resource consump- 1388

tion in LLMs. Our primary focus is on adversarial 1389

or malicious resource abuse that increases compu- 1390

tational cost through extended, excessive, or uncon- 1391

trolled generation. Accordingly, we treat attacks on 1392

LLMs, reasoning models, multimodal generative 1393

systems, and agentic pipelines as the core liter- 1394

ature when they induce abnormal output length, 1395

non-convergent decoding, recursive execution ex- 1396

pansion, or related forms of resource amplification. 1397

We also discuss a limited set of closely related 1398

works from vision and systems security, including 1399

selected latency and sponge-style attacks, but only 1400

in a supporting role. These works are included 1401

when they provide historical precursors, analogous 1402

threat patterns, or mechanistic insights that help 1403

explain later resource abuse in generative systems. 1404

They should not be interpreted as equally central 1405

instances of the problem studied in this survey. 1406

By contrast, we do not aim to comprehensively 1407

review benign efficiency optimization, generic in- 1408

ference acceleration, hardware scheduling, or all 1409

forms of denial-of-service and availability attacks 1410
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outside the generative process itself. Such work is1411

referenced only when it directly informs the secu-1412

rity perspective on resource consumption threats or1413

helps contextualize the survey’s boundary.1414

B Preliminary1415

B.1 Autoregressive Generation1416

Most modern LLMs produce outputs through an1417

autoregressive decoding process (Vaswani et al.,1418

2017; Malach, 2024). Given an input prompt1419

x, the model generates an output sequence y =1420

(y1, y2, . . . , yT ) token by token according to the1421

conditional distribution:1422

p(yt | x, y<t), (1)1423

where y<t denotes the previously generated tokens1424

and T is the final generation length. At each decod-1425

ing step, the model computes a probability distribu-1426

tion over the vocabulary conditioned on the prompt1427

and previously generated tokens, and selects the1428

next token via sampling or deterministic decoding.1429

The decoding process continues iteratively until1430

a termination condition is satisfied. Common ter-1431

mination criteria include emitting a special end-of-1432

sequence token, reaching a predefined maximum1433

length, or satisfying task-specific stopping rules.1434

Consequently, the overall generation process can1435

be viewed as a sequence of decoding steps, each ex-1436

tending the partial output and updating the model’s1437

internal state.1438

Because each token requires an additional de-1439

coding step, the generation length T directly deter-1440

mines the number of forward passes executed dur-1441

ing inference. As a result, the computational cost1442

of a generation process grows with the length of1443

the generated sequence. This characteristic makes1444

generation length a central factor in determining1445

the resource usage of modern LLMs.1446

B.2 Computational Cost of Generation1447

The computational cost of autoregressive genera-1448

tion arises from repeated forward passes through1449

large neural networks. For a model with parameters1450

θ, generating a sequence of length T requires evalu-1451

ating the model T times to compute the conditional1452

probabilities p(yt | x, y<t; θ).1453

In addition to repeated model evaluation,1454

attention-based architectures introduce further com-1455

putational overhead. Self-attention mechanisms1456

require each token to attend to all previously gen-1457

erated tokens, leading to increased memory usage1458

and computation as the sequence length increases. 1459

Consequently, the total computational cost of gen- 1460

eration can be approximated as a function of the 1461

output length: 1462

C(T ) =
T∑
t=1

ct, (2) 1463

where ct denotes the cost of the t-th decoding step. 1464

In practice, ct may grow as the context window 1465

expands, leading to increasing latency and memory 1466

consumption for longer sequences. 1467

These computational characteristics directly 1468

translate into operational costs in real-world de- 1469

ployments. Longer generation sequences lead to 1470

higher GPU utilization, increased inference latency, 1471

and greater energy consumption. For this reason, 1472

many commercial LLM services use token-based 1473

pricing models, charging users based on the number 1474

of generated tokens. Under such pricing schemes, 1475

longer outputs correspond directly to higher eco- 1476

nomic costs. 1477

Therefore, generation length becomes a critical 1478

resource variable in LLMs. Any behavior that un- 1479

necessarily increases the number of generated to- 1480

kens may significantly amplify computational cost 1481

and degrade system throughput. 1482

B.3 Generation Trajectories 1483

The decoding process can be viewed as a trajectory 1484

that describes how the model progresses from an in- 1485

put prompt to a final output. Formally, a generation 1486

process can be represented as a trajectory: 1487

τ = (x, y1, y2, . . . , yT ), (3) 1488

which evolves over successive decoding steps. 1489

Under normal conditions, the trajectory con- 1490

verges once the model produces a complete re- 1491

sponse that satisfies the task objective. However, 1492

the dynamics of this trajectory may be altered by 1493

adversarial prompts, system-level manipulations, 1494

or unexpected interaction patterns. In such cases, 1495

the generation trajectory may extend significantly 1496

beyond the length required for task completion. 1497

Because computational cost is tightly coupled 1498

with the trajectory length, deviations in trajectory 1499

dynamics can directly amplify resource consump- 1500

tion. Understanding how generation trajectories 1501

evolve is therefore essential for analyzing resource 1502

consumption behaviors in LLMs. 1503
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Model Context Window

GPT-5.4 / GPT-5.4-pro 1M

Claude Opus 4.6 200K (1M beta)
Claude Sonnet 4.6 200K (1M beta)

Gemini 2.5 Pro 1M
Gemini 2.5 Flash 1M

Mistral Large 2 128K

DeepSeek-V3 / R1 128K

Table 1: Historical Growth of Context Windows in
Mainstream and Frontier Models

C The Rapid Growth of Context and Cost1504

in LLM1505

Recent LLMs have expanded rapidly in both ca-1506

pability and serving scale, with context windows1507

and deployment budgets increasing in parallel. As1508

shown in Table 2, current mainstream APIs already1509

exhibit substantial variation in usage costs, espe-1510

cially for high-end, reasoning-oriented, and frontier1511

models, whose output-token pricing remains signif-1512

icantly higher than that of lightweight alternatives.1513

At the same time, Table 1 shows that the context1514

windows of representative commercial models have1515

reached 128K, 200K, and even 1M tokens, making1516

long-context generation an increasingly common1517

operating regime rather than a special-case setting.1518

This trend is further reflected in Table 3, where1519

both mainstream and frontier models exhibit rapid1520

year-over-year growth in supported context length.1521

Taken together, these trends indicate that mod-1522

ern LLMs are no longer optimized solely for short-1523

response interactions but are increasingly designed1524

to support long-horizon reasoning, retrieval, and1525

multi-step execution. As context windows and1526

output budgets continue to expand, the economic1527

upper bound of a single interaction also rises ac-1528

cordingly. Under such conditions, any unneces-1529

sary expansion in reasoning length, retrieval scope,1530

or execution trajectory can directly translate into1531

higher API expenditure and a larger system-side1532

computational burden. This makes resource con-1533

sumption analysis increasingly important, not only1534

for understanding attack surfaces but also for char-1535

acterizing the practical cost environment in which1536

such threats emerge.1537

D The Resource Consumption Threat 1538

Landscape 1539

D.1 The Growing Pressure on Computational 1540

Resources 1541

In LLM systems, computational cost is tightly cou- 1542

pled with the generation process itself: longer 1543

outputs require more autoregressive decoding 1544

steps (Vaswani et al., 2017) and impose growing 1545

sequence-length-dependent memory and compute 1546

overhead (Nayab et al., 2024; Wang et al., 2024b; 1547

Anagnostidis et al., 2023). As a result, resource 1548

pressure becomes an inherent property of modern 1549

generation systems. This relationship is already 1550

reflected in real-world deployment practice (Lodha, 1551

2025), where providers charge separately for output 1552

tokens and offer discounted asynchronous batch 1553

services to better manage compute demand2. In 1554

large-scale deployments, such pressure can escalate 1555

into visible service risks; for example, the launch 1556

of DeepSeek-R1 attracted massive traffic, while the 1557

cost of long-form generation contributed to severe 1558

capacity strain and service restrictions3. These 1559

observations suggest that the generation process 1560

itself has become a bottleneck in modern model 1561

deployment, making resource-amplifying behav- 1562

iors a critical concern for reliable and sustainable 1563

deployment. 1564

D.2 Threat Scenarios Under Resource 1565

Consumption Regimes 1566

Building on the taxonomy introduced in the main 1567

text, resource consumption threats can manifest 1568

under two representative regimes: Overthinking 1569

and Unbounded Drift. Although both ultimately 1570

aim to amplify computational consumption during 1571

generation, they differ in the behavioral patterns 1572

of the generation process and in the types of risks 1573

they introduce. 1574

Overthinking threats. In the Overthinking 1575

regime, the generation process remains semanti- 1576

cally aligned with the task but becomes unneces- 1577

sarily verbose or computationally intensive. Such 1578

behavior can arise when prompts or inputs induce 1579

the model to produce excessively detailed reason- 1580

ing (Zhu et al., 2025a), redundant explanations (Ku- 1581

mar et al., 2025), or low-information-density de- 1582

2https://openai.com/zh-Hans-CN/api/pricing/?u
tm_source=chatgpt.com

3https://www.reuters.com/technology/cybersecu
rity/deepseek-limits-registrations-due-cyber-att
ack-2025-01-27/?utm_source=chatgpt.com
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Model Input Output

GPT-5.4 (<272K context length)a $2.50 $15.00
GPT-5.4 (>272K context length)a $5.00 $22.50
GPT-5.4-pro (<272K context length)a $30.00 $180.00
GPT-5.4-pro (>272K context length)a $60.00 $270.00
GPT-5 minia $0.25 $2.00

Claude Opus 4.6b $5.00 $25.00
Claude Sonnet 4.6b $3.00 $15.00
Claude Haiku 4.5b $1.00 $5.00

Gemini 2.5 Pro (≤200K prompt)c $1.25 $10.00
Gemini 2.5 Pro (>200K prompt)c $2.50 $15.00
Gemini 2.5 Flashc $0.15 $1.25
Gemini 2.5 Flash-Litec $0.10 $0.40
Gemini 2.0 Flashc $0.05 $0.20

Mistral Large 2d $2.00 $6.00
Mistral Medium 3 / 3.1d $0.40 $2.00
Mistral Smalld $0.20 $0.60

DeepSeek-V3e ∼$0.27 ∼$1.1
DeepSeek-R1e ∼$0.55 ∼$2.2

a OpenAI pricing page: https://developers.openai.com/api/docs/pricing
b Anthropic pricing page: https://platform.claude.com/docs/en/about-cla
ude/pricing

c Google AI pricing page: https://ai.google.dev/pricing
d Mistral pricing page: https://mistral.ai/pricing#api
e DeepSeek pricing page: https://api-docs.deepseek.com/quick_start/pri
cing/

Table 2: API pricing comparison of representative mainstream models. Prices are listed in USD per 1M input/output
tokens.

Models 2020 2021 2022 2023 2024 2025

Mainstream Models 0.5K 2K 8K 32K 128K 128K
Frontier Models 1K 4K 16K 128K 512K 10M

Table 3: Context Window Comparison of Representative Mainstream Models

scriptions (Shumailov et al., 2021). This phe-1583

nomenon is particularly prominent in reasoning-1584

oriented models (Wei et al., 2022; Creswell and1585

Shanahan, 2022; Hao et al., 2023; Guo et al., 2025a;1586

He et al., 2025) and agent-based systems (Yao et al.,1587

2022; Xi et al., 2025; Wang et al., 2024a; Chen1588

et al., 2023a), where extended reasoning chains or1589

repeated tool interactions may significantly expand1590

the generation trajectory. For example, adversar-1591

ial manipulations of reasoning prompts can induce1592

models to generate prolonged chains of interme-1593

diate reasoning (Si et al., 2025), dramatically in-1594

creasing token consumption and latency (Yi et al.,1595

2025). Similar amplification effects have also been1596

observed in multimodal systems, where carefully 1597

crafted inputs can trigger extremely verbose tex- 1598

tual outputs despite containing limited semantic 1599

information (Gao et al., 2025). These behaviors 1600

may appear benign at the output level, yet they sub- 1601

stantially inflate inference cost and degrade overall 1602

system throughput. When scaled across large num- 1603

bers of queries, such amplification can accumu- 1604

late into significant economic losses or operational 1605

overhead. Several realistic deployment scenarios 1606

illustrate how such behavior can be exploited in 1607

practice. 1608

First, in commercial LLM services, a malicious 1609

or poorly regulated service provider could inten- 1610
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tionally design models or prompting pipelines that1611

encourage unnecessarily verbose reasoning or re-1612

dundant explanations, effectively increasing token1613

consumption and inflating user-side API costs (Zhu1614

et al., 2025b). Because users typically pay for out-1615

put tokens (Alavi et al., 2025), even subtle increases1616

in verbosity can translate into substantial financial1617

overhead when deployed at scale (Sun et al., 2025;1618

Lodha, 2025; Bergemann et al., 2025).1619

Second, in agent-based ecosystems where multi-1620

ple tools, plugins, or intermediate services partici-1621

pate in a task pipeline, adversarial intermediaries1622

may inject additional reasoning steps, auxiliary1623

tasks, or low-value instructions into the agent work-1624

flow (Zhan et al., 2024; Zhao et al., 2025; Zhang1625

et al., 2025c). Such manipulations can cause the1626

model to perform extra computations that appear1627

semantically related to the task while silently con-1628

suming additional API budget or computational1629

resources (Dong et al., 2026; Wang et al., 2025f).1630

Third, overthinking behaviors can pose avail-1631

ability risks for resource-constrained deployments,1632

such as small service providers or edge de-1633

vices (Zheng et al., 2025; Reddi, 2025; Fung et al.,1634

2025). In these settings, excessive generation may1635

significantly delay task completion, block concur-1636

rent requests, or exhaust limited compute capac-1637

ity, thereby reducing system responsiveness and1638

degrading overall service reliability (Wang et al.,1639

2023b; Chen et al., 2021).1640

Taken together, these scenarios suggest that1641

seemingly benign verbosity in generation can be-1642

come a practical vector for resource abuse when1643

deployed in real-world LLM ecosystems.1644

Unbounded Drift, in contrast, refers to gener-1645

ation trajectories that progressively deviate from1646

the intended task and fail to converge within a rea-1647

sonable progression. Such behavior can arise when1648

adversarial prompts (Gao et al., 2025), decoding1649

perturbations (Geiping et al., 2024), or recursive1650

reasoning (Wang et al., 2026b). This phenomenon1651

is particularly prominent in autoregressive decod-1652

ing and agentic systems (Wang et al., 2023a), where1653

weakened termination signals, repetitive token dy-1654

namics, or recursive tool use may cause the gener-1655

ation trajectory to expand far beyond normal task1656

completion. For example, carefully crafted mali-1657

cious inputs can trap models in repetitive decoding1658

loops or non-halting generation, forcing them to1659

continue producing tokens until system-imposed1660

limits intervene (Gao et al., 2025). Similar effects1661

can also emerge in agent environments, where re-1662

cursive tool-calling or multi-step interaction chains 1663

expand the execution trajectory far beyond the orig- 1664

inal task scope (Zhou et al., 2026; Lee et al., 2026). 1665

These behaviors are more overtly destructive than 1666

Overthinking, since they not only inflate computa- 1667

tional cost but also directly threaten service avail- 1668

ability and task completion. Several realistic de- 1669

ployment scenarios illustrate how such behavior 1670

can be exploited in practice. 1671

First, malicious users or competing service 1672

providers may deliberately craft requests that sup- 1673

press termination or trigger repetitive generation, 1674

forcing a provider to allocate disproportionate com- 1675

pute to a small number of adversarial queries (Gao 1676

et al., 2024c). When amplified at scale, such re- 1677

quests can monopolize shared resources, degrade 1678

service availability, and in extreme cases resem- 1679

ble denial-of-service attacks against generative 1680

LLM infrastructure (Li et al., 2025b; Wang et al., 1681

2026a). Recent work explicitly frames this threat as 1682

inference-time DoS, where a small malicious input 1683

can monopolize GPU time, queue slots, or memory 1684

resources, starving legitimate users (Zhang et al., 1685

2025e). 1686

Second, untrusted intermediaries in user-facing 1687

pipelines may inject malicious suffixes (Zhao et al., 1688

2025; Si et al., 2023), hidden instructions, or adver- 1689

sarial constructions into otherwise benign requests, 1690

causing the model to enter prolonged decoding tra- 1691

jectories or non-convergent loops. In this setting, 1692

the immediate consequence is reduced end-user 1693

usability, including longer wait times, unstable re- 1694

sponsiveness, and higher usage costs. This threat 1695

is especially concerning because the injected con- 1696

tent may remain invisible to end users while still 1697

shifting the request into a pathologically expensive 1698

generation regime. 1699

Third, in agentic environments, adversarial inter- 1700

mediaries or compromised components may induce 1701

recursive tool-calling loops or self-amplifying in- 1702

teraction chains that both block task execution and 1703

corrupt task usefulness. Such behaviors not only 1704

consume excessive resources but may also trap the 1705

agent in stalled workflows, produce low-value or 1706

erroneous outputs, and obstruct downstream pro- 1707

cesses that depend on timely completion (Lee et al., 1708

2026; Zhou et al., 2025). Recent studies show that 1709

tool-layer manipulation can expand agent trajecto- 1710

ries to more than 60,000 tokens (Zhou et al., 2026), 1711

inflate costs by hundreds of times, and substan- 1712

tially reduce co-running throughput, while other 1713

attacks can covertly parasitize the user’s compute 1714
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budget by injecting unauthorized auxiliary work-1715

loads into apparently legitimate workflows (Zhang1716

et al., 2025b).1717

Taken together, these scenarios suggest that Un-1718

bounded Drift is not merely a generation abnormal-1719

ity, but a practical route through which resource1720

abuse can escalate into service disruption, task fail-1721

ure, and system-level availability degradation.1722

D.3 Why Resource Consumption Security1723

Matters1724

The preceding analysis highlights that resource con-1725

sumption is no longer merely an efficiency issue but1726

an emerging security concern in LLMs. Because1727

modern model services operate on shared computa-1728

tional infrastructure, excessive generation or non-1729

convergent interaction patterns can disproportion-1730

ately consume limited resources and degrade ser-1731

vice availability for other users. As LLMs continue1732

to scale and become embedded in agentic work-1733

flows and real-world deployments, such behaviors1734

may amplify operational costs, disrupt service re-1735

liability, and threaten the sustainability of model1736

infrastructure. Despite these risks, existing studies1737

remain fragmented across different models and sys-1738

tem settings, lacking unified taxonomies. A clearer1739

conceptual framework for understanding threats1740

to resource consumption is therefore essential for1741

advancing reliable and sustainable LLMs.1742

E A Unified View of the Survey1743

Organization1744

To clarify the scope and internal structure of this1745

survey, Figure 4 provides a unified overview of1746

how the literature on resource consumption issues1747

is organized in this work. Specifically, we structure1748

the problem into two primary resource consump-1749

tion regimes, Overthinking and Unbounded Drift,1750

which serve as the main taxonomy throughout the1751

paper. Building on this taxonomy, the survey is1752

further developed from three complementary per-1753

spectives: attacks, which examine how resource1754

amplification is induced in different systems; mech-1755

anisms, which analyze the underlying dynamics1756

that lead to excessive or non-convergent generation;1757

and defenses, which summarize current mitigation1758

strategies and their coverage.1759

Within each perspective, existing studies are fur-1760

ther grouped by system type, including large lan-1761

guage models, reasoning models, multimodal large1762

language models, and agentic systems. This orga-1763

nization is intended to provide a consistent view 1764

of the field: the taxonomy captures what kinds of 1765

resource consumption behaviors emerge, while the 1766

three research perspectives capture how they are 1767

induced, why they arise, and how they may be miti- 1768

gated. In this way, the figure serves as a compact 1769

map of the survey, highlighting both the coverage 1770

of current research and the uneven maturity of dif- 1771

ferent branches. 1772

F Towards a Standardized Evaluation 1773

Framework for Resource Consumption 1774

Threats 1775

Resource consumption threats are increasingly rec- 1776

ognized as a critical safety concern in LLMs. While 1777

many studies have explored attacks and defenses 1778

across different modalities, model families, and 1779

deployment scenarios, the literature remains frag- 1780

mented: evaluation metrics, datasets, and exper- 1781

imental setups vary widely, making cross-study 1782

comparison challenging. This appendix provides 1783

a structured overview of existing work and, based 1784

on observed gaps, proposes a unified evaluation 1785

framework to guide future research. The following 1786

sections first summarize the current landscape of 1787

attacks and defenses, then introduce recommended 1788

evaluation guidelines for standardized assessment. 1789

F.1 Summary of Existing Work 1790

Table 4 to Table 8 present representative resource 1791

consumption attacks, including the datasets used, 1792

evaluation metrics, targeted models, and observed 1793

efficiency or latency amplification. Table 9 and 1794

Table 10 summarize corresponding defenses and 1795

their reported effectiveness. These tables illustrate 1796

several key points: 1797

High research activity across multiple modali- 1798

ties and settings: Existing studies cover text-based 1799

LLMs, reasoning models, multimodal systems, and 1800

agentic environments. Attacks have been demon- 1801

strated on a wide range of models, including GPT- 1802

family, Gemini, DeepSeek, and various perception- 1803

model pipelines. 1804

Heterogeneous evaluation protocols: Different 1805

works report distinct metrics, such as token ampli- 1806

fication, latency increase, attack success rate, or 1807

system-level impact. Similarly, datasets vary from 1808

standard benchmarks to real-world agent work- 1809

loads, reflecting diverse experimental contexts. 1810

Fragmented coverage and limited compara- 1811

bility: Most studies focus on specific attack types, 1812
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Attacks
(§3)

Overthinking

Large Language Model
Sponge Poisoning (Cinà et al., 2025); Crabs (Zhang et al., 2025e);
ThinkTrap (Li et al., 2025b); BitHydra (Yan et al., 2025);
RepetitionCurse (Huang et al., 2025d).

Multimodal Large Language Model

NICGSlowDown (Chen et al., 2022b) ;Verbose Image (Gao et al., 2024a);
Verbose Samples (Gao et al., 2024b);Uniform Inputs (Müller and Quiring, 2024);
QuantAttack (Baras et al., 2025);Phantom Sponges (Shapira et al., 2023);
Poison-splat (Lu et al., 2024);Hidden Tail (Zhang et al., 2025a);
VLMInferSlow (Wang et al., 2025d);EO-VLM (Seo et al., 2025);
Enhanced PhantomSponges (Schoof et al., 2024)

Large Reasoning Language Model
Overthinking (Kumar et al., 2025);
BadReasoner (Yi et al., 2025); Excessive Reasoning Attack (Si et al., 2025)
ExtendAttack (Zhu et al., 2025a);BadThink (Liu et al., 2025b).

Agentic System CLAWDrain (Dong et al., 2026).

Unbounded
Drift

Large Language Model
Non-halting Queries (Hammouri et al., 2025); LoopLLM (Li et al., 2025a);
Coercing llms to do (Geiping et al., 2024); Engorgio (Dong et al., 2024);
LLMEffiChecker (Feng et al., 2024).

Multimodal Large Language Model LingoLoop (Fu et al., 2025);RECITE (Gao et al., 2025)

Large Reasoning Language Model RECUR (Wang et al., 2026b).

Agentic System
Overload (Chen et al., 2024); CPFreezer (Wang et al., 2025a);
SlowTrack (Ma et al., 2024); SlowLiDAR (Liu et al., 2023);
CORBA (Zhou et al., 2025); LeechHijack (Zhang et al., 2025b).

Performance
(§4)

Overthinking

Large Language Model High Inflow Words (Fu et al., 2021);
Attention Sink Circuit Patching (Yona et al., 2025b).

Multimodal Large Language Model

Large Reasoning Language Model

Agentic System

Unbounded
Drift

Large Language Model

Winner Takes All (Ildiz et al., 2024); High Inflow Words (Fu et al., 2021);
Repetition Neurons (Hiraoka and Inui, 2025);
Three-segment Neuron Ablation (Doan et al., 2025);
Induction Heads For ICL (Crosbie and Shutova, 2025);
Repetition Features (Yao et al., 2025); Induction Head Toxicity (Wang et al., 2025b);
Repetitions Are Not All Alike (Mahaut and Franzon, 2025);
Pseudo-Repetition Penalization (Xu et al., 2022);
Uncertainty-Driven Fallback Modeling (Ivgi et al., 2024);
Unlikelihood Training (Welleck et al., 2019); ScaleGrad (Lin et al., 2021);
HAPAX (Sahin et al., 2025); Repetition Dropout (Li et al., 2023).

Multimodal Large Language Model

Large Reasoning Language Model

Agentic System

Defense
(§5)

Overthinking

Large Language Model CCoT (Nayab et al., 2024).

Multimodal Large Language Model CAR (Lu et al., 2025);NMRet (Bhat et al., 2025);MeVe (Ottem, 2025).

Large Reasoning Language Model

LAPO (Wu et al., 2025);CoT-Valve (Ma et al., 2025);CGRS (Huang et al., 2025b);
WSC (Xie et al., 2025);Self-Affirmation (Liu et al., 2025a);
Controlling Thinking Speed (Lin et al., 2025);FR-Ponder (He and Tang, 2025);
TALE (Han et al., 2025);MoT (Zhu et al., 2025b);DSC (Wang et al., 2025e).Agentic System

Unbounded
Drift

Large Language Model
Unlikelihood Training (Welleck et al., 2019);RAP (Huang et al., 2025a);
RecurrentDetector (Yu et al., 2025);PD3F (Zhang et al., 2025d);
Queue-based (Barek et al., 2025).

Multimodal Large Language Model

Large Reasoning Language Model WSC (Xie et al., 2025); Self-Affirmation (Liu et al., 2025a).

Agentic System Can’t Slow Me Down (Wang et al., 2025c).

Figure 4: Overall organization of resource consumption issues across attack, mechanism, and defense perspectives.

model classes, or deployment scenarios. Direct1813

comparison between methods is complicated by1814

differing metrics, model sizes, and evaluation en-1815

vironments. While this demonstrates the growing1816

interest in threats to resource consumption, it also1817

highlights the need for consistent, standardized as-1818

sessment.1819

These observations motivate the development of1820

a unified evaluation framework that provides a com-1821

mon basis for comparing attacks and defenses and1822

supports reproducible, comprehensive research.1823

F.2 Proposed Evaluation Guidelines1824

Given the heterogeneity of existing studies, we rec-1825

ommend evaluating resource consumption threats1826

from three complementary perspectives: model-1827

level behavior, hardware-level pressure, and1828

application-level impact. This design follows the1829

intuition that excessive generation first manifests 1830

as abnormal decoding behavior at the model level, 1831

then translates into measurable computational bur- 1832

den on the serving hardware, and finally affects the 1833

quality of service in real deployments. Evaluating 1834

all three levels together provides a more complete 1835

view of both attack severity and defense effective- 1836

ness. 1837

At the model level, we recommend reporting out- 1838

put length and inference latency. Output length 1839

directly captures the extent to which generation 1840

is induced by the attack or controlled by the de- 1841

fense. This metric is particularly important be- 1842

cause many resource consumption threats operate 1843

by triggering unnecessarily long outputs, repeti- 1844

tive reasoning traces, or non-terminating decoding 1845

patterns. It is also highly portable across model 1846

families, including standard LLMs, reasoning mod- 1847
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els, multimodal systems, and agentic components1848

that generate intermediate textual outputs. How-1849

ever, output length alone is insufficient, since the1850

same number of tokens may incur very different1851

computational costs depending on the model archi-1852

tecture, decoding strategy, and modality. We there-1853

fore additionally recommend inference latency as1854

a direct measure of time overhead. Latency reflects1855

how long the system takes to process a query un-1856

der attack or defense, and is especially useful for1857

capturing practical degradation in responsiveness.1858

Together, output length and latency characterize1859

the immediate behavioral footprint of resource am-1860

plification at the model side.1861

At the hardware level, we recommend reporting1862

GPU utilization and memory utilization. These1863

metrics capture whether excessive generation is ac-1864

tually converted into pressure on the underlying1865

compute infrastructure. GPU utilization measures1866

how intensively the accelerator is occupied dur-1867

ing inference, and is useful for identifying whether1868

an attack induces sustained computational satura-1869

tion rather than merely producing longer outputs.1870

Memory utilization, including both allocated and1871

peak memory usage where possible, reflects the1872

storage burden created by long contexts, repeated1873

decoding steps, or multimodal feature processing.1874

This metric is especially important for large mod-1875

els and multimodal systems, where memory bottle-1876

necks may become the dominant constraint even1877

before compute is fully saturated. Compared with1878

model-level metrics, hardware-level metrics are1879

more deployment-sensitive, since they depend on1880

serving frameworks, batching policies, quantiza-1881

tion, and device types. Nevertheless, they are es-1882

sential when the goal is to assess the actual infras-1883

tructure impact of a threat or the practical efficiency1884

gain of a defense.1885

At the application level, we recommend report-1886

ing throughput. Throughput reflects the number1887

of requests or tasks that can be completed within a1888

unit of time, and therefore serves as a direct indica-1889

tor of service capacity under attack or defense. This1890

metric is particularly important because the ulti-1891

mate consequence of resource consumption threats1892

is often not limited to a single query becoming1893

slower, but rather to the whole system handling1894

fewer users, fewer concurrent tasks, or fewer agent1895

executions. Throughput thus captures the service-1896

level manifestation of resource abuse, making it1897

especially relevant for online APIs, multi-user serv-1898

ing platforms, and agentic systems with concurrent1899

workflows. In practice, throughput should be in- 1900

terpreted jointly with latency, since a system may 1901

maintain acceptable latency for individual queries 1902

while still suffering degraded overall capacity un- 1903

der increased workload. 1904

Taken together, these metrics form a layered 1905

evaluation framework. Output length and infer- 1906

ence latency capture how the model behaves under 1907

resource amplification; GPU and memory utiliza- 1908

tion measure whether this behavior imposes real 1909

hardware burden; and throughput reflects whether 1910

such a burden ultimately degrades service capac- 1911

ity in practical deployments. This layered de- 1912

sign also improves comparability across settings. 1913

Model-level metrics are broadly applicable and 1914

should be reported in nearly all studies. Hardware- 1915

level metrics are particularly important for systems 1916

and deployment-oriented evaluations. Application- 1917

level metrics are most informative in realistic serv- 1918

ing scenarios, especially for production APIs and 1919

agentic environments. We therefore recommend 1920

that future studies report at least one metric from 1921

each level whenever possible, so that resource con- 1922

sumption threats can be assessed not only as gen- 1923

eration anomalies, but also as infrastructure and 1924

service risks. 1925

G Detailed Technical Analysis of 1926

Resource Consumption Mechanisms 1927

Rather than reiterating the high-level taxonomy 1928

presented in the main text, this section provides a 1929

more fine-grained technical account of the mech- 1930

anisms underlying resource consumption behaviors 1931

in autoregressive generation. We organize the dis- 1932

cussion across four complementary levels of analy- 1933

sis—Markov chain foundations, circuit-level mech- 1934

anisms, behavioral dynamics, and training-level 1935

causes—so that researchers can more precisely 1936

trace how repetition and output prolongation arise 1937

from theoretical properties, internal model compo- 1938

nents, emergent generation patterns, and learning 1939

objectives, respectively. 1940

G.1 Markov Chain 1941

By modeling autoregressive generation as a 1942

Markov chain and deriving theoretical upper 1943

bounds on the Average Repetition Probability 1944

(ARP), (Fu et al., 2021) identifies High Inflow 1945

Words—tokens toward which disproportionately 1946

many others transition with high probability. These 1947

tokens form absorbing-like loops within the tran- 1948
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sition matrix: once the generative process enters1949

such high-inflow states, it becomes trapped in repet-1950

itive cycles rather than progressing toward the EOS1951

token. The proposed rebalanced encoding merges1952

high inflow pairs into single tokens, effectively re-1953

ducing the inflow term in the ARP bound and signif-1954

icantly lowering repetition rates in both translation1955

and language modeling tasks. From a complemen-1956

tary angle, (Ildiz et al., 2024) establishes a formal1957

equivalence between single-layer self-attention and1958

Context-Conditioned Markov Chains (CCMC), and1959

analyzes the autoregressive trajectory from a single1960

prompt. Due to the non-mixing nature of CCMC,1961

majority tokens undergo self-reinforcement across1962

generation steps, causing the output distribution to1963

collapse into a singleton or highly limited token1964

subset—providing a principled mathematical ac-1965

count of why LLMs tend to generate repetitive text1966

during prolonged decoding.1967

G.2 Circuit-Level Mechanisms1968

Repetition Neurons and Features Specific neu-1969

rons within MLP blocks have been identified as1970

direct executors of repetitive content. Differen-1971

tial activation analysis (Hiraoka and Inui, 2025)1972

revealed “repetition neurons” distributed through-1973

out the model: intermediate-layer neurons tend1974

to detect repeating patterns, while top-layer neu-1975

rons drive the model to replicate previous context.1976

Layer-wise causal analysis (Doan et al., 2025) fur-1977

ther shows that these neurons often function as1978

downstream components of Induction Heads, serv-1979

ing to amplify copying signals. Moving beyond in-1980

dividual neurons, (Yao et al., 2025) utilized Sparse1981

Autoencoders (SAEs) to identify latent directions1982

that specifically encode “repetition features,” indi-1983

cating that the model explicitly represents repetitive1984

behaviors within its feature space.1985

Induction Heads Through prefix matching score1986

analysis and targeted attention knockouts, (Cros-1987

bie and Shutova, 2025) provides quantitative ev-1988

idence that induction heads are the fundamental1989

operators of few-shot in-context learning (ICL).1990

Because output repetition functions as an uncon-1991

trolled, degenerate form of ICL, Induction Head1992

Descaling (Wang et al., 2025b) formalized the “In-1993

duction Head Toxicity” theory to explain this dy-1994

namic. From a mechanistic perspective, toxicity1995

occurs when induction heads disproportionately1996

dominate the output logits, thereby suppressing1997

contributions from other attention heads. This logit1998

dominance enforces rigid pattern replication and 1999

triggers a rapid entropy collapse in the next-token 2000

probability distribution. Adding structural nuance 2001

to this, (Mahaut and Franzon, 2025) revealed that 2002

repetition is actually sustained by two distinct, par- 2003

allel mechanisms. The first is the aforementioned 2004

ICL-induced repetition, which relies on a special- 2005

ized, late-developing circuit of attention heads and 2006

MLPs that operate with high prediction confidence. 2007

The second is a naturally occurring repetition mech- 2008

anism that emerges very early in training; rather 2009

than using a dedicated circuit, it functions as a 2010

degenerate fallback, with attention weights anoma- 2011

lously collapsing onto low-information, structural 2012

tokens (e.g., newlines), sustaining repetitive loops 2013

even without explicit contextual prompts. 2014

G.3 Behavioral Dynamics 2015

By manually constructing pseudo-repetitive data 2016

and comparing token probabilities across increas- 2017

ing repetition counts, Pseudo-Repetition Penal- 2018

ization (Xu et al., 2022) reveals a critical self- 2019

reinforcement effect: once a model generates one 2020

repeated sentence, the probability of continuing to 2021

repeat rises almost monotonically with the number 2022

of historical repetitions, eventually stabilizing at a 2023

high ceiling value. Sentences with higher initial 2024

probabilities exhibit stronger self-reinforcement, 2025

explaining why maximization-based decoding is 2026

particularly prone to sentence-level loops. Based 2027

on this finding, the proposed DITTO method trains 2028

models to exponentially decay repetition probabil- 2029

ity on pseudo data, significantly reducing repeti- 2030

tions without sacrificing perplexity. From a com- 2031

plementary angle, uncertainty-driven fallback mod- 2032

eling (Ivgi et al., 2024) systematically varies model 2033

size, pretraining tokens, and instruction tuning to 2034

analyze fallback behaviors under epistemic uncer- 2035

tainty. Their experiments reveal a consistent or- 2036

dering: as uncertainty increases during generation, 2037

models shift from producing correct facts to hal- 2038

lucinations, then to degenerate text, and finally to 2039

verbatim sequence repetitions—positioning repeti- 2040

tion as the simplest fallback state when parametric 2041

knowledge is exhausted. 2042

G.4 Training-Level Causes 2043

Unlikelihood training introduces auxiliary losses 2044

to penalize repeated tokens (Welleck et al., 2019). 2045

Experimental results demonstrate that the approach 2046

significantly reduces repetition and dullness while 2047

maintaining competitive perplexity and token ac- 2048
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curacy, and produces higher-quality generations2049

under standard decoding strategies such as greedy2050

search and beam search. However, such losses2051

alone do not resolve the skewed token-level proba-2052

bilities inherent in MLE—motivating direct gradi-2053

ent manipulation as an alternative (Lin et al., 2021).2054

ScaleGrad (Lin et al., 2021) directly modifies the2055

gradients of the training objective to encourage the2056

model to assign higher importance to novel tokens2057

during learning. The approach effectively reduces2058

repetition and enhances diversity while maintain-2059

ing strong performance, as evidenced by both auto-2060

matic metrics and human evaluations. A more tar-2061

geted approach, HAPAX (Sahin et al., 2025), omits2062

the loss contribution of any token predictable by in-2063

duction heads—effectively ensuring that repeated2064

n-grams within a context window never produce2065

gradient signals. Despite a 66% reduction in ver-2066

batim copying, HAPAX models surpass the vanilla2067

baseline on 13 of 21 abstractive in-context learn-2068

ing tasks, demonstrating that suppressing inductive2069

copying does not compromise broader ICL capabil-2070

ities. At the data level, Repetition Dropout (Li et al.,2071

2023) randomly drops attention to repetitive words2072

during training, directly reducing the model’s ex-2073

posure to repeated patterns. This simple strategy2074

substantially lowers the repetition rate in generated2075

text, and further analysis shows that it provides a2076

unified explanation for prior methods—penalizing2077

training-data repetitions emerges as the common2078

and fundamental factor underlying the effective-2079

ness of high-inflow word mitigation, likelihood ob-2080

jective modifications, and self-reinforcement sup-2081

pression. Notably, this effect persists across larger2082

model scales and instruction-tuned settings.2083

H Detailed Discussion of Mitigation2084

Methods2085

Mitigation is a necessary counterpart to the study2086

of resource consumption threats, especially as re-2087

cent attacks have shown that resource abuse can2088

escalate from efficiency degradation to severe op-2089

erational and economic harm. The main text has2090

already provided a high-level overview of the cur-2091

rent defense landscape, focusing on the available2092

mitigation strategies, their coverage, and the ma-2093

jor gaps that remain. Rather than reiterating the2094

high-level taxonomy in the main text, this appendix2095

provides a more fine-grained technical account2096

of representative defense methods, so that future re-2097

searchers and practitioners can more easily identify2098

the most suitable interventions for different threat 2099

regimes and deployment settings. Specifically, we 2100

expand the discussion along the same two primary 2101

threat classes identified earlier—Overthinking and 2102

Unbounded Drift—and further organize existing 2103

methods by the system layer at which intervention 2104

occurs, including training, decoding, and external 2105

control, with emphasis on their technical mecha- 2106

nisms, reported effects, and practical limitations. 2107

H.1 Defenses against Overthinking 2108

Large Language Models (LLMs). This line 2109

of work mitigates overthinking primarily through 2110

prompt-level output control, where conciseness 2111

constraints are explicitly injected into the in- 2112

put to suppress unnecessary reasoning expansion. 2113

Constrained-CoT (CCoT) (Nayab et al., 2024) im- 2114

plements this idea by introducing user-specified 2115

length budgets (e.g., 15, 30, or 45 words) directly 2116

into the prompt, forcing the model to trade off 2117

answer correctness against output brevity during 2118

decoding. To evaluate this trade-off, it defines three 2119

correctness metrics: Hard-k Concise Accuracy 2120

(HCA), which counts only correct responses within 2121

a fixed length threshold; Soft-k Concise Accuracy 2122

(SCA), which applies an exponential penalty to 2123

moderate length violations; and Consistent Con- 2124

cise Accuracy (CCA), which further measures the 2125

stability of concise reasoning across generations. It 2126

also introduces the Redundancy Mean Score (RMS) 2127

and the Information Flow Score to quantify syntac- 2128

tic redundancy and semantic continuity in gener- 2129

ated reasoning traces. In essence, these methods 2130

do not modify model parameters or decoding dy- 2131

namics, but instead rely on external prompt-side 2132

constraints to compress generation, which makes 2133

them lightweight yet inherently limited against ad- 2134

versarially induced length amplification. 2135

Reasoning Large Language Models (RLLMs). 2136

In reasoning models, a more direct line of defense 2137

is to internalize length control during training, so 2138

that budget awareness becomes an intrinsic capabil- 2139

ity of the model rather than an external prompt-side 2140

constraint. LAPO (Wu et al., 2025) implements this 2141

idea with a two-stage reinforcement learning proce- 2142

dure. In the first stage, the model performs GRPO 2143

rollouts and records the output lengths of correct re- 2144

sponses only; the 30th and 70th percentiles are then 2145

used to define a filtered target interval [Lmin, Lmax], 2146

and a linear decay reward penalizes generations 2147

that fall outside this range. The median feasible 2148
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length Lmedian is then carried into the second stage2149

as an explicit self-budgeting target embedded in the2150

prompt, while a Gaussian-style length-adherence2151

reward encourages the model to match its declared2152

budget during generation. This effectively converts2153

length control from post hoc truncation to learned2154

planning behavior, yielding up to 40.9% token re-2155

duction and a 2.3% accuracy gain on mathematical2156

reasoning benchmarks.2157

CoT-Valve (Ma et al., 2025) addresses the same2158

problem through parameter-space controllability2159

rather than reward shaping. Using LoRA, it iden-2160

tifies a controllable direction in parameter space2161

that governs reasoning length, allowing a single2162

model to compress or expand its chain of thought2163

by adjusting the intervention magnitude. To sup-2164

port this control, the method constructs the Mix-2165

Chain dataset, where each question is paired with2166

reasoning traces of different lengths. Under this2167

design, reasoning compression is achieved as a con-2168

tinuous model-side capability rather than a fixed2169

decoding heuristic: on QwQ-32B, the method re-2170

duces GSM8K reasoning length from 741 to 2252171

tokens with only a 0.15% accuracy drop, and com-2172

presses AIME traces from 6,827 to 4,629 tokens2173

with only one additional error.2174

At the decoding stage, existing defenses miti-2175

gate overthinking through lightweight inference-2176

time control without updating model parameters.2177

A first line of work suppresses explicit reflection2178

triggers once continued reasoning becomes unnec-2179

essary. CGRS (Huang et al., 2025b), for example,2180

inserts a probe at structural delimiters and estimates2181

current confidence from output entropy; when the2182

confidence exceeds 0.9, it directly downweights2183

reflection-leading words such as “Wait”, “But”,2184

and “Alternatively” by assigning them large neg-2185

ative logits, thereby preventing further reflection2186

loops at decoding time.2187

A second line of work detects and interrupts se-2188

mantically empty repetition from internal represen-2189

tations. WSC (Xie et al., 2025) targets useless self-2190

repetitions that consume decoding budget without2191

adding semantic value. It trains a model-specific2192

linear classifier on hidden states at end-of-chunk2193

positions and triggers chopping when either 2 con-2194

secutive long repetitive chunks (≥10 tokens) or 52195

short ones (<10 tokens) are detected; after interrup-2196

tion, a rescue regeneration prompt such as “Let me2197

reconsider. . . ” is appended under a fixed token bud-2198

get. The self-affirmation suppression approach (Liu2199

et al., 2025a) focuses on a narrower redundancy2200

mode, namely reflective steps that merely reaffirm 2201

earlier correct content, and suppresses them by ex- 2202

ploiting probability biases in their leading words, 2203

achieving length reductions of 18.7% in the train- 2204

free setting and 50.2% in the train-based setting. 2205

A third line of work performs representation- 2206

level steering of reasoning depth. Controlling 2207

Thinking Speed (Lin et al., 2025) extracts a steering 2208

vector by applying PCA to hidden-state difference 2209

vectors between fast- and slow-thinking trajecto- 2210

ries, and then adjusts reasoning speed through a 2211

strength parameter α (α > 0 accelerates think- 2212

ing and α < 0 slows it down). It further intro- 2213

duces an adaptive variant that estimates real-time 2214

reasoning difficulty from the Jensen–Shannon di- 2215

vergence between early-layer and final-layer log- 2216

its, enabling dynamic switching within a single 2217

inference pass and yielding an average +1.3% ac- 2218

curacy gain together with a −8.6% token reduc- 2219

tion. FR-Ponder (He and Tang, 2025) adopts a re- 2220

lated latent-control strategy, extracting contrastive 2221

steering vectors from step-by-step reasoning ver- 2222

sus direct-answer prompts and applying additive 2223

hidden-state perturbations through a lightweight 2224

controller trained with GRPO, with curriculum 2225

learning used to align compute allocation to task 2226

difficulty; under this design, it reports 30–40% to- 2227

ken reduction with up to 10% accuracy improve- 2228

ment on GSM8K, MATH500, and GPQA. 2229

A fourth line of work controls overthinking by al- 2230

locating sampling-time budgets. DSC (Wang et al., 2231

2025e) first performs batch-level difficulty ranking 2232

using the model itself: queries with zero entropy 2233

across pre-samples are assigned to an “Easy” group 2234

and receive only a single chain-of-thought sample, 2235

whereas “Hard” queries are assigned an initial sam- 2236

pling budget estimated from similarly difficult prior 2237

queries. If consensus is not reached, the sampling 2238

window is further expanded using a Dirichlet-based 2239

stopping rule. This makes DSC fundamentally a 2240

batch-level budget scheduler rather than a single- 2241

query real-time controller, which limits its applica- 2242

bility in latency-sensitive inference settings. 2243

From an external control perspective, existing 2244

methods mitigate overthinking by imposing bud- 2245

get signals or supervisory constraints outside the 2246

model itself, without directly modifying the under- 2247

lying reasoning dynamics. TALE (Han et al., 2025) 2248

implements this idea through token-budget control 2249

conditioned on problem complexity: TALE-EP es- 2250

timates an appropriate budget via zero-shot prompt- 2251

ing, while TALE-PT internalizes budget awareness 2252
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through SFT/DPO post-training, so that the bud-2253

get can be explicitly injected into the reasoning2254

process as an external control variable. In a sim-2255

pler form, CCoT (Nayab et al., 2024) applies the2256

same prompt-side control principle by directly em-2257

bedding length constraints into user instructions,2258

thereby capping output verbosity without changing2259

model parameters or decoding rules.2260

A more intervention-oriented line of work intro-2261

duces external supervisors that monitor and termi-2262

nate redundant reasoning online. MoT (Zhu et al.,2263

2025b) follows this design by exploiting the ma-2264

nipulability of special delimiter tokens, the same2265

external control surface used in adversarial BoT-2266

style attacks, to insert a plug-and-play monitoring2267

mechanism over the reasoning process. Rather2268

than compressing reasoning through static prompt-2269

ing alone, it dynamically halts redundant or risky2270

reasoning paths during generation, serving both as2271

an efficiency controller to reduce overthinking and2272

as a safety-oriented supervisor to terminate unsafe2273

reasoning, with a monitoring interval of every 2002274

tokens.2275

Multimodal Large Language Models (MLLMs)2276

and Memory Systems. In multimodal and long-2277

context settings, overthinking mitigation must ad-2278

dress not only unnecessary reasoning depth, but2279

also the growth of retrieved or cached context. A2280

first line of work controls whether long-form rea-2281

soning is invoked at all. CAR (Lu et al., 2025)2282

implements this through perplexity-based routing,2283

dynamically switching between short responses2284

and chain-of-thought reasoning according to the2285

model’s estimated confidence, so that expensive2286

long-form reasoning is triggered only for uncertain2287

inputs.2288

A second line of work controls how much con-2289

textual state is carried into generation. NM-2290

Ret (Bhat et al., 2025) manages long-context over-2291

head through a structured memory architecture con-2292

sisting of a stateful neural memory for abstract2293

long-term storage, a vector store for contextual2294

retrieval, and a reasoning compressor for inter-2295

mediate context management, thereby reducing2296

context-window growth during multi-step reason-2297

ing. MeVe (Ottem, 2025) approaches the same2298

problem from the retrieval side by inserting explicit2299

verification and compression before generation:2300

it performs initial kNN retrieval, cross-encoder-2301

based relevance filtering, BM25 fallback retrieval,2302

relevance-based context prioritization with redun-2303

dancy removal, and finally token-budgeted greedy 2304

packing to control the final context size. Under this 2305

design, irrelevant or low-value context is filtered 2306

before entering the model, yielding a 57% reduc- 2307

tion in context token consumption on Wikipedia 2308

datasets and 75% on HotpotQA. 2309

H.2 Defenses against Unbounded Drift 2310

The following methods target non-convergent gen- 2311

eration, where repetition collapse, infinite loops, 2312

or runaway execution amplify resource consump- 2313

tion beyond output inefficiency and into crash-level 2314

system pressure. 2315

Large Language Models (LLMs). For non- 2316

convergent generation in general LLMs, existing 2317

defenses mainly intervene at the training and de- 2318

coding stages. At training time, the core idea is to 2319

reshape the learning objective so that repetitive pat- 2320

terns are explicitly suppressed during optimization. 2321

Unlikelihood training (Welleck et al., 2019) imple- 2322

ments this by introducing negative updates at two 2323

granularities. At the token level, previously gener- 2324

ated tokens in the context are treated as negative 2325

candidates, and an unlikelihood term is added to 2326

the standard MLE objective to penalize high prob- 2327

ability assigned to those historical tokens, thereby 2328

suppressing local repetition and high-frequency to- 2329

ken dominance. At the sequence level, tokens be- 2330

longing to repeated n-grams in the decoded outputs 2331

are marked as negative samples during fine-tuning, 2332

extending this principle to longer structural repeti- 2333

tion patterns. These two objectives are combined in 2334

training, though they exhibit different limitations: 2335

token-level optimization suffers from a distribu- 2336

tion mismatch between training and generation, 2337

whereas sequence-level optimization requires de- 2338

coding full sequences within the training loop and 2339

is therefore substantially more expensive. Under 2340

beam search, the combined design reduces the 4- 2341

gram repetition rate from 0.442 to 0.013 and in- 2342

creases the number of unique generated tokens by 2343

77%. 2344

At decoding time, the focus shifts from suppress- 2345

ing repetition in the learned distribution to con- 2346

trolling it online during generation. RAP (Huang 2347

et al., 2025a) formalizes this process through sys- 2348

tematic tuning of the Repetition Penalty Parameter 2349

(RPP). Its core measurement component, ReDA, 2350

computes a repetition ratio (RR) for each output 2351

sequence by detecting not only standard textual rep- 2352

etition but also consecutive non-word-character rep- 2353
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etition and space-free long-form repetition through2354

regular-expression-based matching. Given RR,2355

RAP selects the penalty strength by maximizing2356

the score P×F (RR), where P denotes task perfor-2357

mance and F (RR) is a penalty function over repeti-2358

tion severity. Among five candidate forms—linear,2359

quadratic, cubic, logarithmic, and exponential—the2360

cubic function (1− RR)3 yields the best trade-off2361

according to the reported ablation results.2362

For more severe resource exhaustion and DoS-2363

style threats, the most mature defenses operate at2364

the system level, where intervention is applied dur-2365

ing serving rather than through model retraining.2366

A representative direction is online loop detection.2367

RecurrentDetector (Yu et al., 2025) monitors Trans-2368

former activation states at each generation step with2369

a lightweight MLP classifier and terminates genera-2370

tion once the cosine similarity between the current2371

and previous states exceeds 0.95, treating high state2372

recurrence as a signal of non-convergent looping.2373

Under this design, it achieves 95.24% detection2374

accuracy with a 2.59% false positive rate and only2375

0.36ms additional latency. Its scope, however, is2376

limited by strong white-box assumptions: it cannot2377

be applied to closed-source APIs such as GPT-4,2378

may be bypassed by polymorphic attacks that pre-2379

serve semantic loop structure while varying surface2380

tokens, and has been evaluated on only 6 open-2381

source architectures across 4,000 prompts.2382

A complementary direction performs resource-2383

aware serving control under adversarial load.2384

PD3F (Zhang et al., 2025d) implements this2385

through a two-stage pipeline. On the input side,2386

it computes a Resource Index from five features2387

— total inference time, peak GPU memory, peak2388

GPU utilization, input length, and output length2389

— and uses this signal to guide dynamic request2390

polling under high-concurrency, malicious prompts.2391

On the output side, it applies an Adaptive End-2392

Based Suppression mechanism that explicitly am-2393

plifies the EOS logit to terminate maliciously pro-2394

longed generation. Under AutoDoS-style attacks,2395

this design improves legitimate-user throughput2396

by up to 500%, achieves attack-detection accuracy2397

above 99% across AutoDoS, GCG-DoS, and P-2398

DoS settings, and has been validated across six2399

open-source LLMs. Its main limitation is threshold2400

sensitivity: the IQR-based decision rule may mis-2401

classify legitimate but computationally intensive2402

requests, such as long code generation, leading to2403

substantial false positives in real deployments.2404

At a broader infrastructure level, queue-based2405

web service architectures (Barek et al., 2025) mit- 2406

igate overload by decoupling request admission 2407

from direct model execution. Instead of treating 2408

every request as an immediately executable gener- 2409

ation job, they use distributed queuing to smooth 2410

bursty demand, isolate overload pressure from the 2411

serving backend, and preserve stable, near-linear 2412

scalability under extreme workloads. Compared 2413

with model-centric defenses, this line of work does 2414

not directly suppress malicious generation behav- 2415

ior but provides an engineering-level containment 2416

mechanism for maintaining service stability when 2417

resource abuse cannot be fully blocked upstream. 2418

Reasoning Large Language Models (LRMs). 2419

Purpose-built defenses against crash-level and non- 2420

terminating behavior in reasoning models remain 2421

largely absent. Existing mitigation methods only 2422

provide incidental coverage by suppressing seman- 2423

tically empty self-repetition during overthinking 2424

control. For example, the self-affirmation suppres- 2425

sion approach (Liu et al., 2025a) and WSC (Xie 2426

et al., 2025) can interrupt mild repetitive loops be- 2427

cause both target redundant reflective steps that 2428

consume decoding budget without adding semantic 2429

value. However, these methods are not designed to 2430

handle adversarially induced collapse. WSC relies 2431

on a model-specific classifier, and its regeneration 2432

stage may itself enter a loop, while CGRS depends 2433

on hardcoded reflection triggers and can therefore 2434

be bypassed when prompt injection suppresses or 2435

substitutes those exact tokens. As a result, cur- 2436

rent reasoning-model defenses do not yet provide 2437

reliable protection against sustained crash-style at- 2438

tacks, leaving a clear gap between overthinking 2439

mitigation and true non-termination defense. 2440

Multimodal Large Language Models (MLLMs). 2441

For latency-oriented resource threats in multi- 2442

modal and edge-deployed systems, existing de- 2443

fenses mainly intervene through hardware-aware 2444

adversarial training. Background-attentive adver- 2445

sarial training (Wang et al., 2025c) implements this 2446

idea by explicitly coupling perturbation robustness 2447

with device-level capacity constraints across hetero- 2448

geneous GPUs. Technically, it uses binary masks to 2449

concentrate perturbation awareness on vulnerable 2450

background regions, where latency attacks often 2451

induce excessive post-processing overhead, and in- 2452

corporates objectness loss as an auxiliary signal 2453

to distinguish true objects from attacker-induced 2454

phantom detections. Under this design, the defense 2455

improves both robustness and serving efficiency: 2456
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on Jetson Orin NX, it restores processing speed2457

from 13 FPS to 43 FPS, achieves 8–10% higher2458

robust accuracy than MTD and OOD, and incurs2459

only 4.4% clean accuracy loss. The reported eval-2460

uation covers multiple YOLO-based detectors, in-2461

cluding YOLOv3, YOLOv5, and YOLOv8, across2462

autonomous driving and general object detection2463

settings.2464

I Benchmarks and Datasets2465

Existing benchmarks for resource consumption in2466

large language models remain relatively limited. A2467

small number of benchmarks explicitly focus on2468

excessive generation and DoS–style resource con-2469

sumption. For example, BenchOverflow (Feiglin2470

et al., 2026) measures the overflow phenomenon2471

where benign plain-text prompts trigger abnormally2472

long outputs. Prompt-Induced Over-Generation as2473

Denial-of-Service (Guo et al., 2025b) constructs an2474

attack-side benchmark that evaluates how prompts2475

can induce over-generation under black-box access.2476

In contrast, a larger body of benchmarks fo-2477

cuses on efficiency issues arising from long-chain2478

reasoning. Stop Overthinking (Sui et al., 2025)2479

surveys efficient reasoning methods and high-2480

lights the prevalence of excessive reasoning be-2481

havior in chain-of-thought generation. EffiReason-2482

Bench (Huang et al., 2025c) proposes a unified2483

benchmark for evaluating efficiency–performance2484

trade-offs across multiple reasoning tasks and mod-2485

els. SafeChain (Jiang et al., 2025) studies the safety2486

implications of long chain-of-thought reasoning2487

and introduces datasets for evaluating safety and2488

robustness in reasoning-intensive settings.2489

Overall, while recent work has begun to es-2490

tablish evaluation frameworks for both resource-2491

consumption attacks and reasoning efficiency, exist-2492

ing benchmarks remain fragmented across different2493

research objectives. A unified evaluation paradigm2494

for resource-aware generation and robustness is2495

still largely lacking.2496

J AI Writing Assistance Disclosure2497

We used AI tools solely for language polishing2498

to improve clarity and readability. The AI tools2499

did not contribute to the scientific content, ideas,2500

analyses, or conclusions of this work.2501
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Method Dataset Evaluation Metrics Models Efficiency

A sloth (Multi-
exit) (Hong et al.,
2020)

CIFAR-
10, Ima-
geNet, Tiny-
ImageNet

Exit Index, Avg Latency,
Energy

MSDNet, ResNet (Multi-
exit)

N/A

SkipSponge (Lin-
telo et al., 2024)

CIFAR-10,
SVHN

FLOPs Inflation, Accu-
racy

ResNet, WideResNet N/A

On-Device Sponge
(Wang et al.,
2023b)

Speech
Commands,
IMDB

Battery Drain, Execution
Time

MobileNetV2, ShuffleNet N/A

Dynamic Rout-
ing (Chen et al.,
2023b)

CIFAR-100,
ImageNet

Avg Layers, Activation
Ratio

GaterNet, SkipNet N/A

Sponge Poisoning
(Wang et al.,
2023b)

ImageNet,
CIFAR

Latency, GPU Energy VGG, ResNet N/A

Energy Backdoor
(Meftah et al.,
2025)

GLUE,
SQuAD

Energy Increase, Clean
Accuracy

BERT, RoBERTa 512*

Sensing AI Sponge
(Hasan et al.,
2025a)

Audio/Sensor
Data

Sensor Power, Pruning Ra-
tio

CNN, DeepSense N/A

Transslowdown
(Chen et al., 2021)

WMT’14
(En-De),
WMT’16
(En-Ro)

Translation Latency, To-
ken Count, BLEU Score

Transformer, LSTM-
based NMT

1024

NMTSloth (Chen
et al., 2022a)

WMT’17
(En-De),
WMT’19
(Zh-En)

Real-world Latency, En-
ergy, Response Time

Fairseq, OpenNMT, Mari-
anNMT

80x

Table 4: Summary of representative resource consumption attacks in early adaptive architectures.
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Method Dataset Evaluation Metrics Models Efficiency

AutoDoS (Zhang
et al., 2025e)

Chatdoctor,
MMLU,
Hellaswag,
Codexglue,
GSM

Attack Success Rate,
Safety Compliance Rate,
Task Success, Token
Usage, Latency, Compute
Cost

GPT, Llama, Qwen,
Deepseek, Ministral,
Gamma

8192

Repeated To-
ken (Yona et al.,
2025a)

OpenWebText,
Custom Rep-
etition
Dataset

Attention Scores, Loss,
Output Length

Llama-3, GPT-2, Pythia 8192

Non-halting
Queries (Ham-
mouri et al., 2025)

RAG Sys-
tems, 10k
Probe
Dataset

Avg Token Length, Gener-
ation Success

GPT-4o, Llama-3,
Gemma-2

8192

ThinkTrap (Li
et al., 2025b)

Sponge,
LLMEf-
fiChecker

Throughput, Response La-
tency, ASR

GPT-4o, Gemini 2.5 Pro,
DeepSeek R1

8192

Crabs (AutoDoS)
(Zhang et al.,
2025e)

MMLU,
GSM8K,
Chatdoctor,
Codexglue

Latency Inflation, Output
Length ↑, GPU Memory

GPT-4, Llama-3, Qwen-2,
DeepSeek, Gamma

8192

BitHydra (Yan
et al., 2025)

MMLU,
GSM8K

Inference Cost, Bit-flip
Rate, ASR

Llama-2, OPT, Bloom 8192

Coercing LLMs
(Geiping et al.,
2024)

AdvBench,
Vicuna-
bench

ASR, Safety, Efficiency
Loss

Vicuna, Llama-2, GPT-3.5 4096

Engorgio Prompt
(Dong et al., 2024)

ShareGPT,
Alpaca

Response Length, Energy
Draw

Llama-3, Mistral, GPT-4 8192

LLMEffiChecker
(Feng et al., 2024)

Efficiency-
Bench,
WikiText

Delay, Energy, Through-
put

Llama-2, Vicuna, Alpaca 8192

LoopLLM (Li
et al., 2025a)

MT-Bench,
Chatbot
Arena

Repetition Ratio, Energy
Latency

Llama-3, Qwen-2, Phi-3 8192

DoS Poisoning
(Gao et al., 2024c)

Anthropic
HH-RLHF

Inference Latency, Poison-
ing Ratio

GPT-Neo, RoBERTa 1024

Table 5: Summary of representative resource consumption attacks in LLMs.
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Method Dataset Evaluation Metrics Models Efficiency

Hidden Tail
(Zhang et al.,
2025a)

MS-COCO Attack Success
Rate,Output Length,
Latency, Visible length,
Response Quality

Qwen2.5-VL, MiMo-VL-
7B-RL,Gemma-3-4B-IT

1831

NICGSlowDown
(Chen et al.,
2022b)

MS-COCO,
Flickr8k

I-Loops, I-Latency
(CPU/GPU)

ResNext-LSTM,
GoogLeNet-RNN,
MobileNets-LSTM

N/A

Verbose Images
(Gao et al., 2024a)

MS-COCO,
ImageNet

Sequence Length, Energy,
Latency, Uncertainty

BLIP,BLIP-2, Instruct-
BLIP, MiniGPT-4

8x

Verbose Samples
(Gao et al., 2024b)

MSVD,
TGIF

Length, Latency, Energy VideoChat-2,Video-
Vicuna,Video-LLaMA

4x

Uniform Inputs
(Müller and Quir-
ing, 2024)

ImageNet, Activation Density, Acti-
vation Sparsity

ResNet, DenseNet, Mo-
bileNetV2

N/A

LingoLoop (Fu
et al., 2025)

MS-COCO,
ImageNet

Tokens, Energy Latency InstructBLIP, Qwen2.5-
VL, InternVL3

2048

Phantom Sponges
(Shapira et al.,
2023)

Berkeley
Deep
Drive(BDD),
Mapillary
Traffic Sign
Dataset
(MTSD),
LISA, PAS-
CAL VOC

Number of candidates,
Processing Time, Detec-
tion Recall

YOLOv5, YOLOv3,
YOLOv4

N/A

Enhanced Phan-
tomSponges
(Schoof et al.,
2024)

Berkeley
Deep-Drive

Number of candidates,
Processing Time, Detec-
tion Recall

YOLOv5 N/A

RECITE (Gao
et al., 2025)

ImageNet,
MMLU,
HumanEval,
GSM8K

Attack Success Rate,
Service response latency,
GPU utilization, Average
generation length

InstructBLIP, LLaVA,
Qwen-VL

2048

EO-VLM (Seo
et al., 2025)

- GPU Power, Inference
Time

YOLOv8, MASKDINO,
Detectron2

N/A

QuantAttack
(Baras et al., 2025)

ImageNet GPU Memory, Process-
ing Time, Energy, Outlier
Count, Accuracy

Vision Transformer (ViT),
Data-efficient image
Transformer (DeiT)

N/A

VLMInferSlow
(Wang et al.,
2025d)

MS-COCO,
ImageNet

I-length I-latency I-energy FLAMINGO, BLIP, GIT,
FLORENCE

N/A

Sponge Examples
(Shumailov et al.,
2021)

CIFAR-10,
SVHN,
WikiText-
103, En-De

Energy Consumption, La-
tency, Memory Access

VGG-16, ResNet-18,
GPT-2

512

Table 6: Summary of representative resource consumption attacks in MLLMs.
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Method Dataset Evaluation Metrics Models Efficiency

OverThink (Ku-
mar et al., 2025)

FreshQA,
SQuAD,
MuSR

Reasoning token ampli-
fication, Answer correct-
ness, Guardrail evasion,
Defense evaluation

o1, o1-mini, DeepSeek-
R1

46x

Excessive Rea-
soning Attack (Si
et al., 2025)

GSM8K,
ORCA

Reasoning length and out-
put length, utility perfor-
mance (accuracy)

DeepSeek-R1-Distill-
LLaMA, DeepSeek-R1-
Distill-Qwen, o1-mini,
o3-mini, DeepSeek-R1,
QWQ

9x

BadReasoner (Yi
et al., 2025)

- Reasoning verbosity, an-
swer correctness, control-
lability

Marco-o1, QwQ,
DeepSeek-R1

N/A

BadThink (Liu
et al., 2025b)

MATH-500,
GSM8K

ASR, RIR, TAC, BAD,
SD

DeepSeek-R1-
Distill-Qwen
(1.5B/7B/14B/32B),
OpenR1-Qwen-7B, Light-
R1-7B-DS

63.85x

ExtendAttack
(Zhu et al., 2025a)

AIME 2024,
AIME 2025,
HumanEval,
BigCodeBench-
Complete

Response Length, Latency,
Accuracy(Pass@1)

o3, o3-mini, QwQ-32B,
Qwen3-32B

N/A

RepetitionCurse
(Huang et al.,
2025d)

- prefill latency,TTFT,router
imbalance

Mixtral-8x7B series,
Qwen3-30B-A3B series,
GPT-OSS-20B/120B,
Kimi-Linear-Instruct,
DeepSeek-V2-Lite,
Llama-4-Scout-17B-16E-
Instruct

N/A

Table 7: Summary of representative resource consumption attacks in RLLMs.
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Method Dataset Evaluation Metrics Models Efficiency

SlowLiDAR (Liu
et al., 2023)

KITTI,
nuScenes

Runtime latency, Imper-
ceptibility

PointPillars, SECOND,
PV-RCNN

2.7x

CORBA (Zhou
et al., 2025)

LLM-MAS
simulation
tasks

P-ASR, PTN, Availability
degradation

GPT-4o-mini, GPT-4,
GPT-3.5-turbo, Gemini-
2.0-Flash, Qwen2.5-14B-
Instruct, Llama-3.1-70B-
Instruct, Gemma-2-27B-it

N/A

CP-FREEZER
(Wang et al.,
2025a)

OPV2V End-to-end latency, Attack
success rate, Frame pro-
cessing time

OpenCOOD 90x

SlowTrack (Ma
et al., 2024)

MOT17 Latency increase (R-Lat),
Imperceptibility, System-
level crash rate

SORT, FairMOT, Byte-
Track, BoT-SORTSORT
(YOLOv5 detector), Fair-
MOT, ByteTrack, BoT-
SORT

4x

LeechHijack
(Zhang et al.,
2025b)

GAIA,
GPQA,
MMLU

Attack success rate,
Resource overhead, De-
tectability (stealthiness)

DeepSeek, Qwen, GPT,
Gemini

N/A

Overload (Chen
et al., 2024)

MS COCO
dataset

Inference time, NMS la-
tency

YOLOv5 10x

Clawdrain (Dong
et al., 2026)

Real Open-
Claw agent
workloads

Token amplification, Cost
overhead, Attack success
rate, Stealthiness

OpenClaw v2026.2.9 ∼9x

Table 8: Summary of representative resource consumption attacks in Agents.
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Method Dataset Evaluation Met-
rics

Models Efficiency Model Class

PD3F
(Zhang
et al.,
2025d)

MMLU, Hellaswag,
HumanEval, GSM,
GPQA

Attack Success
Rate, Task Success,
Token Usage, La-
tency

Llama, Mistral,
Qwen

Total Time 50% ↓ LLM

RecurrentD-
etector (Yu
et al., 2025)

Custom trigger
dataset (2388
inputs), ShareGPT

Accuracy, F1, FPR,
Recall, trigger at-
tempts, latency

Llama-3/2 (7/13B),
Vicuna-v1.5
(7/13B), Gemma-2
(2B), GPT-4o/mini

RecurrentGenerator:
avg attempts 272.1
vs 1679.1 random;
RecurrentDetector:
0.36 ms inference

LLM

CCoT
(Nayab
et al., 2024)

GSM8K, SVAMP,
ASDIV

Accuracy, gen
time, token count,
HCA/SCA/CCA,
RMS, Info Flow

Llama2-70b/7b,
Falcon-40b/7b,
Vicuna-13b

5.12 s generate time
↓, 4.41% ACC ↑

LLM

CoT-Valve
(Ma et al.,
2025)

GSM8K,
PRM800K (ground
truth), MixChain
C/Z; Eval: GSM8K,
AIME24

Pass@1, token
count, ACU

QwQ 32B Preview,
DeepSeek R1
Distill Llama 8B,
LLaMA 3.1/3.2
(8B/1B), Qwen2.5
32B (w/ LIMO)

Tokens usage
69.6%↓

LLM

FR-Ponder
(He and
Tang, 2025)

GSM8K,
MATH500, GPQA

Acc, avg tokens,
avg FLOPs (log)

LLaMA 3
(8/70B), Qwen
2.5 (0.5/3/7B)

30–50% token ↓ LLM

DSC (Wang
et al., 2025e)

MATH, GSM8K,
CSQA, SQA, Last
Letter, Coin Flip

Acc, cost ($), to-
kens, time

GPT 3.5 Turbo,
GPT 4, Mistral 7B
Instruct v0.3

Cost ↓ 65% (GPT
4), 56% (GPT 3.5)

LLM

MeVe (Ot-
tem, 2025)

English Wikipedia
(first 100 articles),
HotpotQA subset

Avg context tokens,
retrieval time,
grounding/rele-
vance proxies

Embedding, cross
encoder, tokenizer,
BM25 (fallback)

Context tokens ↓
57.7% (Wiki) &
75% (HotpotQA)

LLM

Unlikelihood
Training
(Welleck
et al., 2019)

Wikitext 103, GPT
2 fine tuning corpus

seq/token repetition
metrics, ppl, acc,
human win rate

16 layer Trans-
former, GPT 2
(medium pre
trained)

Token level: 150k
updates; seq level:
1.5k updates

LLM

NMRet
(Bhat et al.,
2025)

CoQA, ai arxiv2,
TextVQA

RAGAS metrics GeminiLLM,
Titans pytorch
NeuralMemory,
Qdrant/Chroma,
CLIPEmbeddings,
LightThinkerCom-
pressor

LightThinker Com-
pressor reduces to-
ken footprint for
KV cache

LLM

Table 9: Summary of representative defenses against resource consumption threats (Part 1).
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Method Dataset Evaluation Met-
rics

Models Efficiency Model Class

RAP
(Huang
et al.,
2025a)

QA: WebQSP, MS
MARCO; MT:
MAC (Chinese
English)

RR, RAP
score, F1/BERT
F1/COMET

Llama 2 (7/13/70B),
Llama 3 (8/70B),
Llama3.1 70B,
Gemma 1.1 (2/7B),
Phi 3/3.5 mini
(3.8B), Mistral 7B
v0.2/0.3

RR ↓ up to 93%
(WebQSP) and 74%
(MS MARCO)

LLM

Queue-
based
(Barek et al.,
2025)

Queue based Web
Service (Sidekiq)
with custom load
tests (120/300/600
req)

Total Time, Avg
Time per Request

GPT 2, BLOOM,
OPT

avg time 21–35 sec LLM

CAR (Lu
et al., 2025)

Multimodal
(DocVQA,
ChartQA, FUNSD,
etc.) & Text
(GSM8K, MathQA,
StrategyQA) + pilot
tasks

ACC (VQA/KIE),
EM, token count,
PPL

Qwen2.5 0.5B/7B,
Llama3.1 8B,
Qwen2 VL 7B

Token ↓ 21–39%,
ACC ↑ 5.5–6.9%

LLM, MLLM

TALE (Han
et al., 2025)

GSM8K, GSM8K
Zero, MathBench
(Arithmetic/Mid-
dle/High/College)

ACC, output tokens,
expense

GPT 4o mini, Yi
lightning, GPT 4o,
o3 mini, Llama 3.1
8B Instruct

token ↓ 64–67%,
expense ↓ 45–59%

LLM, RLLM

Underload
(Wang et al.,
2025c)

PASCAL-VOC,
COCO, Berkeley
DeepDrive (BDD)

mAP50, FPS, NMS
latency, compute
overhead, memory
transfer

YOLOv3,
YOLOv5, YOLOv8

FPS 13→43 on Jet-
son Orin NX

MLLM

Thinking
Speed (Lin
et al., 2025)

MATH 500,
AIME24/25,
GPQA Diamond,
LiveCodeBench

Pass@1, token
count, latency,
mode switch

DeepSeek-R1-
Distill-Qwen-
7B/32B, QwQ-32B,
Qwen3-8B

1.26% acc ↑ and
8.56% token ↓

RLLM

Self-
Affirmation
(Liu et al.,
2025a)

AIME24,
AMC23, GSM8K,
MATH500, GPQA
D (train free & train
based)

Acc, token count,
LR ratio

R1 Distill Qwen
(1.5B/7B/32B),
QwQ 32B, Qwen3
32B

Train free:
8.4–18.7% to-
ken ↓

RLLM

LAPO (Wu
et al., 2025)

Train: 10k math
(6k DeepScaleR,
4k MATH);
Eval: MATH500,
AIME24, AMC23,
OlympiadBench,
GPQA

Pass@1, token
count, trade off

DeepSeek R1 1.5B,
DeepScaleR 1.5B
Preview

Token ↓ up to
40.9%

RLLM

MoT (Zhu
et al.,
2025b)

AIME 2024,
MATH500,
StrongReject,
Harmbench, Wild-
Jailbreak

ASR, RTC, RPC,
C ACC, Min Steps,
Refusal, Harmful
Score

DeepSeek R1
(1.5/7/14/32B),
Light R1 7B DS,
Open R1 7B, QwQ
32B, Marco o1 7B

ASR > 90%, RTC
∼ 80% ↓, RPC
–90%

RLLM

Word Salad
Chopper
(Xie et al.,
2025)

GSM8K,
MATH500,
AIME25, GPQA
Diamond

ACC, length com-
pression ratio

DeepSeek R1
Distill Qwen
(1.5B/7B),
DeepSeek R1
Distill Llama 8B,
Qwen3 8B

Length compres-
sion 13–57%

RLLM

Table 10: Summary of representative defenses against resource consumption threats (Part 2).
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